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Abstract

Generative artificial intelligence (AI) systems now
summarize health-related search results, answer
medical questions, and offer guidance people once
sought from clinicians. These systems bring real
benefits, including plain-language explanations of
medical information, around-the-clock availability,
and expanded access for people facing language or
literacy barriers. They also carry new risks: inac-
curate guidance can harm people at scale, and ma-
licious actors can now generate personalized health
misinformation at negligible cost. In this Perspec-
tive, we argue that these risks are largely invisible
to the institutions responsible for protecting public
health. When AI guidance causes harm, no record
exists outside the platform, no channel allows users
to report it, and no independent researcher can mea-
sure the consequences. We trace these invisible risks
across two settings: incidental exposure online and
active seeking through search engines and chatbots.
Minimizing harm from AI-generated health infor-
mation requires making it observable. We therefore
offer recommendations that aim to improve trans-
parency, mitigate harm at the point of delivery, and
assign accountability, ranging from voluntary plat-
form measures to regulatory ones.

A Shifting Landscape

After reading about the negative health effects of
sodium chloride (table salt), a 60-year-old man con-
sulted ChatGPT about ways to eliminate chloride
from his diet. Following advice from the AI chat-
bot, the man replaced sodium chloride with sodium
bromide and was then hospitalized for paranoia and

hallucinations caused by bromide toxicity1. His
physicians learned of ChatGPT only after days of
treatment, when he was lucid enough to describe
the substitution. Even then, unable to retrieve the
conversation itself, they concluded that they would
“never be able to know with certainty what exactly
the output he received was”1. This case is one of
a growing number of alarming reports about harm-
ful AI-generated health information2,3. Such cases
are distinctive because of their invisibility: no record
exists outside the AI platform—nothing for a treat-
ing clinician to correct, a regulator to act on, or a
researcher to examine.

Even before the recent AI explosion, digital tech-
nologies had become deeply embedded in how peo-
ple encounter health information4,5: social media
surfaced health content without active inquiry6–8

and search engines returned ranked links that users
could navigate and synthesize9,10. Despite legiti-
mate concerns about the role of platforms and al-
gorithms in shaping health information well before
generative AI11–14, most health information encoun-
tered online was still produced by humans, and
evaluating it largely remained the responsibility of
clinicians and self-directed patients.

This arrangement is changing as generative AI,
particularly large language models (LLMs), reshapes
how people encounter health information (see Box 1
for a glossary of key terms). Google search now pro-
vides AI summaries above the search results in re-
sponse to health-related queries15, and chatbots like
OpenAI’s ChatGPT, Anthropic’s Claude, Microsoft’s
Copilot, and Google’s Gemini replace those links al-
together, fielding health questions at growing vol-
ume according to both independent researchers and
AI platforms16–19. OpenAI has responded to this de-
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Box 1: Glossary of key AI terms

Generative AI. AI systems that produce novel con-
tent (text, images, audio, video) rather than only
classifying or ranking existing content.

Large language model (LLM). A generative AI
model trained on large text corpora to produce lan-
guage; underlies most current chatbots.

Conversational AI system (chatbot). A user-facing
application, typically built on an LLM, that engages
in multi-turn dialogue. The chatbot is the product;
the LLM is the model underneath.

Hallucination. Fluent, confident AI output that is
factually incorrect or fabricated.

AI-generated vs. AI-curated content. Content pro-
duced by generative AI versus content whose selec-
tion, ranking, or presentation to a user is determined
algorithmically. Generation and curation are distinct
functions, though one system may do both.

AI-mediated search. Search interfaces where gener-
ative AI synthesizes a direct answer instead of, or in
addition to, presenting ranked lists of search results
(e.g., Google’s AI Overviews).

mand with ChatGPT Health, a “dedicated experience
in ChatGPT designed for health and wellness,” sig-
naling that AI-generated health information is be-
coming a product category of its own20.

Generative AI is also being integrated into clin-
ical settings21,22. Anthropic’s Claude for Health-
care23 and Google’s Vertex AI Search for Healthcare24

serve enterprise clinical operations. Those deploy-
ments enter a system with existing—if imperfect—
oversight structures: licensure, malpractice liabil-
ity, medical-device regulation, and institutional re-
view. Consumer chatbots sit outside that system en-
tirely, despite many people asking them questions
they once brought to clinicians. When an LLM in-
terprets symptoms, weighs treatment options, or ad-
vises whether a condition warrants medical atten-
tion, it performs a function long treated as medical
guidance. Yet, none of the traditional structures of
medical oversight exist when such guidance is gen-
erated by AI models. Chatbots are not the only set-
ting in which AI creates new, invisible health risks.
Inaccurate or harmful information can be generated
and customized at scale, reaching large populations
of vulnerable users through social media without
provenance or attribution.

In this Perspective, we argue that a systematic lack
of visibility is a defining risk of AI-generated health
information because it prevents oversight: harms
are not only possible, but structurally hidden from
the clinicians, researchers, and regulators who could
otherwise detect and correct them. We develop
this argument across two key settings in which the
public encounters AI-generated health information
outside of clinical care: incidental exposure online
and active seeking through search and chatbot in-
terfaces. We then offer recommendations that aim
to improve transparency, mitigate harm, and assign

accountability.

Incidental Exposure

People encounter health information without look-
ing for it, through routine engagement with social
media and other digital technologies. This inciden-
tal exposure is changing rapidly as generative AI is
integrated into everyday information systems, with
the potential for societal opportunities as well as
risks.

The most immediate opportunity lies in the pro-
duction of health content to which people can be ex-
posed online. Generative AI expands who can pro-
duce such information, how quickly it can be cre-
ated, and how precisely it can be tailored. Institu-
tions, advocacy groups, commercial actors, and in-
dividual creators can now generate fluent, multilin-
gual, and audience-specific health content at mini-
mal cost. For public health agencies and healthcare
systems, this capacity enables communication that
moves beyond generic advisories toward culturally
adapted and linguistically tailored messaging. Such
capabilities may improve reach among historically
underserved populations and help overcome lan-
guage barriers. For instance, the World Health Orga-
nization deployed AI-powered chatbots to provide
real-time guidance and counter misinformation dur-
ing the COVID-19 pandemic25; more capable gener-
ative systems could extend such efforts considerably
in future emergencies.

Generative AI also increasingly mediates which
health content people encounter and how they in-
terpret it. For instance, the AI system Grok, in-
tegrated directly into the Twitter/X platform, re-
sponds to user queries about posts in public feeds26.
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Those responses, including those about health, are
visible to other users who never asked a question or
sought out health information. A user scrolling past
a post about vaccine safety may come away with a
reinforced or revised belief, depending on how the
AI system responded. Preliminary analysis suggests
that such systems can communicate accurate guid-
ance and surface corrections to dangerous misinfor-
mation27, but other work has demonstrated LLMs’
ability to launder false claims28,29. As AI-generated
and AI-curated health content proliferates into more
digital spaces, it will play an increasingly conse-
quential role in determining which health claims
people accept as true.

AI systems can shape information exposure
through curation. Researchers and developers have
begun to explore whether LLM-based systems can
rerank social media feeds to surface more accurate
and pro-social content, given their capacity to in-
terpret meaning and context30. Such tools could
take the form of browser extensions that sit on top
of commercial platforms, or conversational inter-
faces built directly into those platforms, allowing
users to actively shape what they encounter31. For
health information, the implications cut both ways:
a user who instructs such a system to prioritize high-
quality sources could construct an information en-
vironment substantially more accurate than what
commercial algorithms provide, while one nudged
toward untrustworthy content could accelerate the
adoption of fringe health beliefs, as suggested by
preliminary experiments28.

Even exposure to health content generated with
the best intention can be problematic, because AI
systems personalize and curate health content faster
than anyone can review it. Public health agencies
that once vetted a small set of advisories before re-
lease cannot feasibly check the millions of individ-
ualized variants AI systems might produce for dif-
ferent audiences, languages, and contexts. Feed-
integrated AI systems pose the same problem, be-
cause no one can audit responses generated on de-
mand at global scale. Whether personalized or gen-
erated on demand, AI-generated health information
can propagate subtle inaccuracies, outdated guid-
ance, and miscalibrated recommendations as error
at scale.

At the same time, generative AI dramatically low-
ers the cost and effort for malicious actors to ex-
pose people to harmful health content. Fraudsters
may have financial incentives to convince the pub-
lic of non-existent diseases and promote snake-oil
remedies32. State-sponsored actors may have strate-
gic interests in weakening population health. Ir-

respective of their motives, malicious actors can
flood digital spaces with targeted messaging at min-
imal cost. Some social media accounts already con-
sist largely or entirely of AI-generated text, im-
ages, or video, giving rise to “AI influencers” whose
authoritative-sounding but synthetic health mes-
sages reach millions of users33, as widely reported in
the news3,34–36. Coordinated groups of autonomous
agents, or AI “swarms,” can manufacture the ap-
pearance of many seemingly independent voices
converging on the same health claim37. These AI
tools give state actors a new means of harming tar-
get populations, for example, by persuading them to
forego vaccination during a pandemic38.

Active Seeking

When people start to actively seek out health infor-
mation, they will find that Google and other search
engines now present AI summaries above ranked re-
sults, synthesizing information from the web to di-
rectly answer their queries39. Chatbot systems such
as ChatGPT, Claude, and Gemini go even further, re-
placing ranked links altogether with conversational
interfaces40. Rather than retrieving documents for
users to read and evaluate, these systems interpret
and summarize them, providing users with easy-
to-digest, synthesized responses. Conversational AI
tools are thus replacing traditional search engines as
the first point of contact when people seek health in-
formation41. About one-third of U.S. adults report
using AI interfaces for health information or advice
as of March 202642. News accounts also report that
some people are using chatbots to self-diagnose2,43.
Like the opening case study, these accounts illustrate
how AI systems blur the boundary between informa-
tion summary and care-oriented judgment, poten-
tially shaping symptom interpretation and down-
stream decision-making40,41.

AI-aided symptom interpretation creates an op-
portunity to solve a real problem. Authoritative
health content online is frequently written for clin-
icians rather than patients, and physicians tend to
rely on jargon that leaves patients confused or re-
luctant to ask follow-up questions44,45. AI systems
can translate this complex medical information into
plain language calibrated to the user’s level of un-
derstanding. They can also synthesize across a far
broader range of sources than a person would typi-
cally consult, compressing what might otherwise be
hours of reading into a single response. Even for
patients who leave clinical encounters without fully
understanding their diagnosis or treatment options,
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these systems supply what a static web page can-
not: an interlocutor that explains, re-explains, and
adjusts its language on demand46. Chatbots may
also be the only affordable source of medical advice
available to people facing language barriers, limited
health literacy, or no access to health care42.

Conversational interfaces also remove friction and
social pressure that affects whether people ask
health questions at all. Users can raise questions at
any hour, without waiting or embarrassment. And
unlike a hurried appointment at the doctor’s office
or ER visit47, a well-functioning AI system can de-
liver responses for users to consume at their pre-
ferred pace. In a nationally representative survey
of U.S. adults conducted in early 2026, 65% of those
who used AI for health advice cited wanting quick or
immediate information as a major reason, and 36%
cited feeling more comfortable looking up health
questions privately42.

These strengths come with corresponding
fragility. AI systems can produce fluent, confident
statements that are factually wrong48. Because co-
herence is a property of the language model rather
than a guarantee of accuracy, users may mistake
polished language for reliability and forgo verifi-
cation when it matters most41. In health contexts,
such errors can distort symptom interpretation or
perceived urgency49. The same push toward synthe-
sis can also compress nuance, collapsing qualified,
context-dependent guidance into simplified claims
that are easier to read but more likely to mislead.

AI systems also reflect knowledge cutoffs based
on when they are trained50. While much health
guidance is relatively stable, recommendations do
change; a system unaware of updated clinical guid-
ance will present outdated information with the
same confidence it applies to settled knowledge.
Even when AI systems use retrieval or web search
to mitigate this risk, the capacity to draw on many
sources simultaneously does not guarantee that re-
liable medical evidence will be prioritized51–53, and
models may fail to recognize unreliable sources at
all54. The resulting synthesis can therefore obscure
disagreement or evidence gaps40. Worse, this weak-
ness can be exploited deliberately. Adversaries can
publish false claims on websites that are then unwit-
tingly absorbed by models during training, a prac-
tice known as “data poisoning”55–57.

Privacy is another concern. AI platforms have
an unprecedented ability to collect sensitive health
data from user conversations, such as symptoms,
diagnoses, and personal circumstances. This in-
formation may be retained, used for model train-
ing, monetized through targeted advertising, sold to

third parties, or leaked in breaches. Such uses cre-
ate new risks such as insurance discrimination and
identity theft. Health information enjoys high levels
of protection in traditional medical settings to pro-
tect against such risks58, but mainstream AI chat-
bots are currently outside such regulations.

These risks are compounded by inconsistency.
Performance varies across AI providers, models,
and even prompt phrasing, so the quality of AI-
generated health guidance is neither uniform nor
predictable59. Whether a user receives sound guid-
ance depends in part on which system they happen
to consult and how they happen to phrase the ques-
tion.

Invisible Harms

Repeated encounters with fluent, personalized
health messages during routine digital activity can
shape background beliefs about risk, prevention,
and treatment60. When users act on the informa-
tion they receive, the downstream consequences can
extend to delayed care, inappropriate reassurance
or escalation49. For example, experimental evi-
dence demonstrates that anti-vaccine messaging can
increase vaccine hesitancy61. Such content mea-
surably suppressed vaccination uptake and con-
tributed to increased disease burden during COVID-
1914,38,62. These risks can be weaponized through
generative AI, changing the scale at which malicious
users can produce such content and the precision
with which it can be tailored63. Large language
models can also be exploited to durably influence at-
titudes64, including on medical topics such as HPV
vaccination, according to preliminary findings65.

The distribution of these harms may exacerbate
existing digital divides. People facing language bar-
riers, limited health literacy, or no reliable access to
care are among the most exposed to AI health guid-
ance42 and among the least well served by it. For ex-
ample, non-English responses are substantially less
accurate and less consistent than their English coun-
terparts66. Deploying imperfect systems to under-
served communities may also blunt incentives to ex-
pand human-delivered care, widening the very dis-
parities AI promises to reduce.

When established forms of health guidance cause
harm, they leave records that can be traced: a clin-
ician who advises a patient produces a chart entry;
a harmful drug generates an adverse-event report;
a misleading advertisement remains publicly visible
for regulators to act upon. The risks of AI cataloged
above—unpredictable performance, outdated guid-
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ance, hallucinations, poisoned models, and mali-
cious exploitation—rarely leave any of these records.
This lack of systematic visibility impedes attribu-
tion.

Accountability requires attributing a health out-
come to a specific AI output, but two obstacles make
that attribution nearly impossible. First, an ex-
change with a chatbot is visible only to the company
that operates the model, and AI companies pro-
vide no API access for collecting and studying such
data. For self-deployed open-source models, conver-
sations are only visible to individual users. Second,
fluent and confident prose gives users no signal that
anything went wrong, so errors that would other-
wise surface as complaints stay silent. A user who
is wrongly reassured that their symptoms are be-
nign, for example, may never connect a later delayed
diagnosis to the exchange that produced it. Such
harms surface even less among vulnerable popula-
tions who are less studied, less present in follow-up
care, and have fewer resources for recourse.

The circulation of AI-generated health claims on
social media compounds these problems of prove-
nance and attribution. A chatbot user at least
knows they received AI-generated guidance; some-
one scrolling past an AI-generated health claim may
never learn what produced it. And researchers
cannot measure the exposure, since platforms have
withdrawn the access that once permitted study
of how content spreads67,68. Ironically, AI models
themselves contributed to this lack of access by mak-
ing user-generated text valuable as training data69.

Governance Recommendations

A system cannot be governed while the harms it pro-
duces remain unobservable. We therefore treat ob-
servability as a necessary precondition for meaning-
ful oversight of AI-generated health information70.
Our recommendations proceed accordingly, from
transparency to mitigation to accountability. Table 1
outlines the gaps we have identified, potential reme-
dies, and the actors in a position to deliver them.

Existing regulations build transparency into tra-
ditional health care systems. When a patient wants
to see what a clinician wrote, the law gives them
a right to it71. When a drug harms someone, an
adverse-event report enters a public record, and re-
ports accumulate until a pattern emerges that no in-
dividual clinician could have seen72,73. No equiva-
lent rules cover AI-generated health content. Users
should have a right of access to their own health in-
teractions with an AI system, so that they can re-

construct a harmful exchange and show it to a clin-
ician. Those exchanges should then be reported,
aggregated, and investigated the same way adverse
medical events are, so that harms recorded one at a
time can be understood systematically. AI providers
should contribute to that record as well, system-
atically disclosing how their models handle health
queries and which exchanges they flag internally.
Every major AI company has the technical means to
build these systems today.

Disclosure alone will not be enough. A provider
that reports on itself decides what counts as a harm
worth reporting, and we should not expect commer-
cial firms to report problematic cases against their
own interest. External benchmarks avoid that con-
flict, but they measure a system before anyone uses
it and tell us little about how these tools perform
at scale in the hands of real users74. Independent
researchers therefore need direct and ongoing ac-
cess to deployed AI systems, and that access must
cover all of the languages and populations those sys-
tems serve. The European Union already imposes
such access requirements on very large online plat-
forms, but compliance has fallen well short of what
the law requires69,75. Access rights on paper are not
access in practice, and any regulation should antic-
ipate that gap. Transparency measures also widen
access to sensitive health data, and must carefully
specify who gains access, to what, and under what
protections.

Mitigating harm calls for measures beyond trans-
parency. Unreliable AI-generated health content
now reaches people who never asked for it, and
nothing about it reveals its provenance. Rules gov-
erning the promotion of prescription pharmaceuti-
cals confronted a similar problem before generative
AI. Drug manufacturers cannot advertise directly
to U.S. consumers without identifying the message
as promotional and stating risks alongside bene-
fits76,77. The European Union’s AI Act applies sim-
ilar logic to synthetic content: providers of genera-
tive AI systems must mark their outputs in machine-
readable form, and platforms must label deepfakes
as well as AI-generated text published on matters
of public interest78. For AI-generated medical con-
tent, governments worldwide should impose equiv-
alent disclosure requirements. Platforms should not
wait for legislation. We recommend that they de-
tect, watermark, and label synthetic health content,
and withhold it from wide distribution until experts
have vetted it and established its provenance.

AI platforms also control how their models an-
swer, and a change to that behavior takes effect
across every query at once. At present, a question
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Table 1: Governance gaps in AI-generated health information, organized by objective, with corresponding
remedies and the stakeholders positioned to deliver them.

Goal Gap Recommendation Stakeholder

Transparency Lack of records Access rights to one’s own health interactions with AI
systems, so that any individual harm can be shared
with clinicians and reconstructed after the fact

AI platforms

Lack of disclosure Systematic disclosure allowing AI health guidance
to be reported, aggregated, and investigated, includ-
ing concerning events flagged internally (analogous to
adverse-event reporting)

AI platforms

No independent
evaluation

Data access allowing independent, ongoing evaluation
of deployed systems, including across languages and
populations

AI and social-
media platforms

Mitigation Lack of prove-
nance

Watermarking, AI detection, and clear labeling of AI-
generated health content; withholding such content
from wide distribution until experts have vetted it and
its provenance is established

Social-media
platforms

Inaccurate health
guidance

Treatment of health queries as a distinct, higher-stakes
category; AI responses and summaries drawn only
from sources vetted by medical governing bodies

AI and search-
engine plat-
forms

Lack of e-health
literacy account-
ing for generative-
AI risks

Caution toward AI-generated health content rather
than deference to it; consultation of original sources
rather than reliance on AI summaries

Users

Accountability Lack of liability
for harms caused
by AI-generated
health information

Extension of physician malpractice liability to chatbots
used for medical guidance; in the U.S., removal of Sec-
tion 230 immunity for harmful AI-generated health
content

Policymakers

about chest pain is handled like a question about
restaurant hours. We recommend that platforms
treat health queries as a distinct, higher-stakes cat-
egory and answer them only from sources vetted by
professional medical societies.

Even with such measures in place, users should
treat AI-generated health information with caution
and consult original sources. Such literacy efforts,
however, place the burden of evaluation on the gen-
eral public, who are poorly equipped to assess medi-
cal content and vulnerable to a fluent but inaccurate
answer. Reliability must be built into AI-generated
health content before it reaches the public.

Reliability does not remove the need for account-
ability. When a clinician’s advice harms a patient,
malpractice law determines who answers for it; no
equivalent covers a chatbot. In the United States,
Section 230 immunizes platforms against liability
for user-generated content. Because a user’s prompt
shapes what a chatbot says, whether that immunity

extends to AI summaries and chatbot answers re-
mains unsettled. Courts elsewhere have begun to
weigh in. In May 2026, the Regional Court of Mu-
nich ordered Google to stop repeating false claims
its AI Overviews had made about specific publish-
ers79. The court reasoned that AI Overviews eval-
uate, combine, and rewrite existing material into
new statements rather than pointing users toward it.
Treating those statements as Google’s own, the court
placed them outside the protections that cover tradi-
tional search, and it rejected the argument that ad-
vising users to verify results removes the provider’s
responsibility for what those results say. Although
the ruling is preliminary, contested, and concerned
with reputational rather than medical harm, its rea-
soning applies to anything that rewrites sources into
new statements, which is what a chatbot does every
time it answers a health question. We recommend
that U.S. legislators reach the same conclusion by
statute rather than leaving it to litigation, and that
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physician malpractice liability be extended to chat-
bots offering medical guidance.

Legislation of this kind may take years80,81,
whereas platforms could adopt most of the measures
we propose today. Until they do, these harms remain
invisible by choice rather than necessity.

Conclusion

Generative AI is becoming a common interface
through which the public accesses health knowl-
edge. People can obtain personalized health infor-
mation immediately, in the language they speak and
at a level they can understand. For some, these
systems may be the only practical source of health
information available. They may also extend the
capacity of public health institutions to communi-
cate with larger populations, respond to emerging
information needs, and deliver guidance more ef-
ficiently. But AI-generated health information can
reach many people even when it is harmful. To-
day, no one can reliably determine when AI health
guidance is wrong, how often such failures occur, or
whether they concentrate in particular populations
or circumstances. Public health infrastructure and
regulation are needed to monitor how AI systems
are used, evaluate the guidance they provide, and
learn from their failures.
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