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Matthew R. DeVerna

SOCIAL MEDIA MISINFORMATION:

SPREAD, IMPACT, AND FACT-CHECKING WITH LARGE LANGUAGE MODELS

The digital age has profoundly reshaped how information is created, disseminated, and con-
sumed, raising significant concerns about the spread and impact of misinformation. This dis-
sertation examines misinformation from three interconnected perspectives: its dissemination, its
societal consequences, and potential interventions to mitigate its harms. The first part focuses
on the spread of misinformation on social media platforms, introducing metrics to identify “super-
spreaders” of low-credibility content and revealing gaps in platform moderation. It also introduces a
novel method for inferring information diffusion cascades, enabling a reexamination of a landmark
misinformation dataset and challenging prevailing assumptions about how information spreads.
The second part explores the impact of misinformation, demonstrating its relationship to vaccine
hesitancy during the COVID-19 pandemic and modeling the broader public health consequences
of a heavily misinformed population. These studies employ a combination of large-scale correla-
tional analyses and agent-based simulations to quantify the societal effects of misinformation. The
final section explores interventions with artificial intelligence, particularly the application of large
language models (LLMs) for fact-checking. A randomized controlled experiment finds that while
LLM-generated fact-checking information often accurately identified false content, this information
did not consistently improve users’ ability to discern headline accuracy and, in some cases, even
reduces discernment. Through these investigations, this dissertation contributes to the ongoing
debate about the social significance of misinformation by exploring its spread, consequences, and

possible solutions.
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Chapter 1

Introduction

Misinformation is not like a plumbing problem you x. It is a social

condition, like crime, that you must constantly monitor and adjust to.

{ Rosenstiel [374]

The digital age has seamlessly integrated technology into nearly every aspect of daily life, gen-
erating a massive volume of data that captures human behavior and societal trends in an unprece-
dented way [187, 242, 378, 451]. This abundance of data has catalyzed the rise of computational
social science, a eld that leverages computational techniques to analyze digital trace data, o ering
transformative insights into human behavior and society [191, 235, 236, 382, 455].

A key component of computational social science has been the study of social media and its far-
reaching impact on individuals and society. Scholars have examined a range of critical questions,
including the spread of information [459, 461], free speech [215], news consumption [193, 322],
propaganda [41, 430], psychology [25, 71, 333, 469], and democracy [70, 94, 336]. Concerns about
a \post-truth" eralwhere subjective \alternative facts" often replace objective reality [69, 248,
275]|and the growing use of digital foreign in uence campaigns to manipulate public opinion [127,
269] have driven a surge in research on the spread of misinformation and disinformation online [147,
237, 320].

This dissertation focuses speci cally on social media misinformation, conceptually de ned as
information spreading on a platform that is false or misleading[16]. Disinformation, by contrast,

refers to the dissemination of this content with malicious intent, such as political propaganda



designed to manipulate election outcomes [127, 262]. These concepts are often couched within
broader frameworks like \information disorder" [454] or \problematic content” [283], which provide
distinct lenses for analyzing these phenomena.

While misinformation and disinformation are not new [2, 14, 19, 96, 148, 226, 270, 368], the
digital age has fundamentally transformed how this content is created, disseminated, and con-
sumed [147, 237]. This transformation was underscored by the 2024 World Economic Forum's
Global Risks Report which identi ed misinformation and disinformation as \the most severe global
risk anticipated over the next two years" [145, pg. 8]. Nearly 1,500 experts across academia, busi-
ness, government, and civil society warned that these phenomena could exacerbate a range of social
ills, including undermining the legitimacy of elections worldwide.

These concerns are compounded by the widespread use of social media as a dominant news
source. A recent report by the Reuters Institute for the Study of Journalism revealed that the
majority of adults in 19 major countries rely on social media for news [302, 411]. In the United
States, a 2024 Pew Research Center report revealed that nearly one in ve adults now use social
media as their primary news platform, a gure that has been steadily rising for years [303]. Public
concern has risen in parallel: 56% of US adults in 2024 express concern about its spread [200], a
worry bolstered by revelations from the US Justice Department about a Russian-sponsored malign
in uence campaign targeting the American public [207].

Further amplifying these concerns is the rapid advancement of arti cial intelligence (Al). Gener-
ative Al technologies, such as large language models (LLMs), enable the creation of highly realistic
but fabricated content, including text, images, and videos, that can be disseminated at unprece-
dented scale. As such, experts have raised concerns about Al's potential to intensify the misin-
formation crisis [53, 162, 277, 404]. These concerns are well-founded: malicious Al-powered bots
are often indistinguishable from real users [475], and companies like OpenAl have acknowledged

the risk that their models could be misused by bad actors [162, 400]. To make matters worse,



recent studies also show that LLMs can persuade individuals on polarized topics [26, 210] and
generate persuasive propaganda [161], making them attractive tools for political information cam-
paigns [162]. These developments threaten to further erode users' ability to distinguish authentic
content from deceptive or Al-generated material.

At the same time, researchers and practitioners have begun exploring how LLMs might be
harnessed to combat misinformation [82]. These models have demonstrated signi cant promise
in several relevant areas, including rating the credibility of news domains [475] and assessing the
veracity of claims across diverse contexts [82, 190, 352, 489]. These models show promise in
several relevant areas: evaluating the credibility of news domains [475], assessing the truthfulness
of claims [82, 190, 352, 489], and generating high-quality fact-checking explanations that people
often prefer to those written by humans [107]. Recent work suggests that LLMs can also reduce
belief in conspiracy theories through tailored, evidence-based corrections [97]. Harnessing these
capabilities could o er more scalable and e ective solutions than traditional approaches.

These dual trajectories|Al as both an ampli er of existing misinformation threats and a po-
tential tool for combating them|re ect the growing complexity of today's information ecosystem.

As generative technologies continue to evolve and spread, they raise urgent questions about how
misinformation is created, disseminated, and might ultimately be addressed.

Within this context, this dissertation contributes to the misinformation literature by examining
three interrelated themes: its spread across platforms, itsimpact on real-world outcomes, and the
e ectiveness of emerginginterventions. In the following chapter, | critically examine prominent
arguments that diminish the importance of studying misinformation [2, 206]. Building on this
foundation, | present a series of empirical studies that contribute new insights to this ongoing
debate.

The rst part of this dissertation examines the spread of (mis)information on social media. | in-

troduce simple, platform-agnostic metrics to identify \superspreaders”|a small group of accounts



responsible for a disproportionate share of low-credibility content|o ering the rst empirical char-

acterization of these accounts and their behavior, as well as moderation gaps on Twitter. Then,

reanalyzing data from one of the most-cited studies of online misinformation [449], | demonstrate

how naive|though widely accepted|assumptions about information di usion introduce systematic

biases into network analyses. To do this, | introduce a novel cascade reconstruction framework,

Probabilistic Di usion Inference (PDI). Speci cally, these projects address the following two re-

search questions:

RQ1: How can we identify and characterize the most problematic spreaders of misinformation on
social media?

RQ2: How do simplifying assumptions about information di usion distort our understanding of
social networks?

The second part of this dissertation investigates thempact of misinformation, focusing on public
health. One study presents the rst large-scale empirical link between COVID-19 misinformation
and vaccine hesitancy and refusal. Another uses agent-based simulations informed by real-world
social and mobility data to model the e ects of misinformation on disease spread in a worst-case
scenario. Together, these analyses highlight how misinformed populations can signi cantly hinder
public health e orts, answering the following research questions:

RQ3: What is the relationship between online misinformation and vaccination intentions?
RQ4: How do heavily misinformed populations a ect the spread of disease?

The nal part explores the mitigation of misinformation through Al-assisted fact-checking. A
preregistered, large-scale survey experiment tests how fact-checks generated by a popular language
model in uence belief in, and intent to share, political news headlines. Results show that Al-
generated fact-checks can both improve and impair individuals' ability to discern news veracity,
emphasizing the importance of evaluating these tools for unintended consequences. This project

addresses the following question:



RQ5: How does fact-checking information generated by large language models a ect belief in, and
intent to share, political headlines?
Overall, this dissertation investigates the spread, impact, and mitigation of misinformation
in the digital age. By analyzing how misinformation circulates, in uences society, and might be
countered, it o ers both theoretical and practical contributions to the ongoing e ort to understand

and address one of today's most pressing challenges.



Chapter 2

Literature Review

A good book is the precious lifeblood of a master spirit.

{ Milton [280]

In this chapter | review literature relevant to the empirical work presented in this dissertation.
While the study of misinformation has gained substantial attention, there remains considerable de-
bate over its actual prevalence and impact. | open the chapter by reviewing this debate, highlighting
key points of disagreement and convergence, and o ering a balanced perspective that informs the
rest of this dissertation.

Following this discussion, | review the literature most relevant to the empirical chapters that
follow. These topics include: research on superspreaders of misinformation; computational ap-
proaches for analyzing the di usion of information online; empirical work on the relationship be-
tween misinformation and vaccine behaviors; intervention strategies for countering misinformation,
with a focus on fact-checking; and emerging research applying large language models to automated

fact-checking.

2.1 Is misinformation a problem?

Despite widespread public concern and substantial changes to the global information ecosystem,
scholarly debate continues over the societal impact of misinformation. Although such disagreement
is not unique to the study of misinformation [326]|and can even prompt useful new perspectives|

it also complicates e orts to design policy responses.



Some critics argue that concerns about misinformation are overstated, warning of a \moral
panic" and suggesting that researchers risk becoming \ampli ers of disinformation themselves"[206].
These authors|using \disinformation” as an umbrella term for various problematic content online|
quite clearly legitimize the study of misinformation:

Let us be clear, disinformation is real. There are e orts by nefarious actors and some
political elites to purposefully mislead. This makes disinformation into a legitimate
object of study [206, pg. 10].
However, they and others [1, 11, 15, 63] contend that theeach and impact of misinformation are
exaggerated. In particular critics argue that:
1. Exposure to misinformation is low.
2. Misinformation has little to no impact.
How well are these criticisms supported? | critically examine these claims, drawing on counterar-

guments from the literature [128, 130, 246, 420], beginning with the assertion that misinformation

exposure is low.

2.1.1 Reach: Is exposure to misinformation low?

It is true that a growing body of research nds that exposure to misinformation is limited for
most people [63]. However, these ndings depend heavily on how misinformation is de ned and
measured|a crucial methodological issue that is often overlooked [12, 16].

Many studies that report low exposure focus narrowly on so-called \fake news." They typically
guantify this content in two ways: (1) by counting engagements with debunked headlines identi ed
via fact-checking organizations [9, 449], or (2) by tracking domains associated with untrustworthy
publishers [11, 237].

For example, numerous frequently cited studies|using various metrics related to fake news'
proportion of total clicks, views, web tra ¢ or media diet|report that unreliable or blatantly false

news constitutes 10% or less of their calculated metric [9{11, 17, 174, 176{178, 286, 319, 338].



The relative consistency of these ndings has led to the prominence of this position, which has been
referred to by some as the\small-fraction" argument [130].

However, while domain- and URL-based approaches are valuable for large-scale computational
analysis, they are conceptually narrow|a point acknowledged even by many of the studies' au-
thors [11, 177, 286]. Table 2.1.1 illustrates this point by listing some of these estimates and the

corresponding number of domains/URLs used in each study.

Table 2.1: Sample of peer-reviewed estimates of unreliable news consumption that support the
\small-fraction" argument [130], along with their measurement approaches. Estimates rounded to
the nearest percentage or number of articles.

Study Estimate Measurement
Osmundsen et al. [319] 4% of news diet 608 domains
Allen et al. [10] 3% of news clicks* 624 domains
Allen et al. [11] < 1% of media diet 98 domains
Guess et al. [177] 6% of news diet 21 domains
Grinberg et al. [174] 6% of news diet 300 domains
Allcott and Gentzkow [9] | avg. adult saw 1 fake news article 156 URLs

* Estimate based on Social Science One URLs data and may be in ated due to inclusion criteria limiting
URLSs to those with 100+ public shares [10].

These approaches systematically exclude other prevalent forms of misinformation, including:
text-only posts (e.g., from elites) [231, 238, 290], manipulated images and visual content [478], and
misleading content from mainstream news outlets [13].

A recent expert survey found that 73% of misinformation scholars support broader de nitions
that encompass such content [16]. Consequently, there is growing recognition that domain- and
URL-based metrics likely underestimate misinformation exposure, prompting calls to adopt more
inclusive approaches [12, 244, 281, 406].

To be clear, studying misinformation by leveraging URLs or domains is not inherently awed.
These methods provide important advantages|especially scalability|and are extremely well-suited
for certain types of research questions. Indeed, | adopt them in some of the work | present here.

However, scale should not be mistaken for comprehensive coverage. This is particularly important



when studying prevalence: narrow de nitions can severely underestimate the scope of the prob-
lem, as they exclude many forms of misleading or deceptive content that audiences nonetheless
encounter. Overgeneralizing from such limited measures is likely to mislead interpretations of the
true prevalence of misinformation in the digital ecosystem. These limitations become evident in
light of other work and alternative approaches.

For instance, recent work highlights the overlooked harm of misleading headlines from rep-
utable news outlets, which may shape public opinion more e ectively than outright falsehoods [13].
Moreover, emerging evidence suggests that the relationship between source credibility and misin-
formation exposure is more complex than previously understood. Users who share both high- and
low-credibility sources are more likely to postmisleading articles from reputable outlets compared
to other users sharing articles from the same sources [159]. Such behavior \is consistent with users
strategically re-purposing information from mainstream sources to enhance the credibility and reach
of misleading claims" [159, pg. 1].

Other studies have moved beyond domain-based metrics by applying machine learning to detect
speci ¢ types of misinformation or by analyzing non-textual content such as images. For example,
one study used machine learning to classify climate-related tweets and found that approximately
16% contained misinformation [364]. Separately, an analysis of political images on Facebook es-
timated that over 20% included false or misleading content [478]. Each of these measurements
captures a single component of a broader ecosystem of misinformation|focusing on either text or
images, but not both|suggesting that aggregate prevalence is likely higher when multiple modali-
ties are considered together. For instance, the model in Ref. [364] focused solely on textual content
and would not detect misinformation conveyed through visuals. Taken together, these ndings
illustrate how alternative methods can uncover higher prevalence rates and reveal dimensions of
misinformation that traditional, domain-based approaches often overlook|even though these newer

methods remain conceptually limited in their own ways.



Researchers have also begun to assess misinformation exposure by shifting focus from domains
to the behavior and rhetoric of political elites known to spread falsehoods [290]. This approach
is particularly compelling in light of evidence documenting a shift in the communication norms
of U.S. conservative politicians, marked by a rise in \belief speaking”|statements grounded in
personal conviction rather than veri able facts [231]. Notably, a 10% increase in belief speaking is
associated with a 12.8-point decline in content quality (on a 100-point scale). Beyond this, elites
have been shown to legitimize conspiracy theories [238] and undermine trust in public institutions,
including health agencies [181].

Some in uential actors also rely on truth-adjacent rhetoric to mislead. This technique, known as
\paltering," involves using technically true statements to create false impressions [363], and has long
been a staple of political propaganda campaigns [19]. Excluding such forms of manipulation from
prevalence measurements almost certainly leads to a substantial underestimation of misinformation
within the information ecosystem.

Related to larger questions around prevalence, some have highlighted that misinformation is
often \concentrated among small minorities of users." Again, we agree that this appears to be the
case given the existing evidence (see [63] for a review). However, this nding should not be taken
as evidence that misinformation is unimportant or without consequences.

First, it is worth noting that many of these ndings are based on the same domain- or URL-
level methods that likely miss a substantial portion of misinformation, suggesting that exposure
may be broader than currently understood. Second, and more importantly, even if misinformation
is concentrated among certain users, research shows that these individuals are not passively en-
countering it at random. Rather, some can be strategically targeted with tailored misinformation
campaigns [121, 271], while others actively seek out such content through fringe or conspiratorial

communities [56, 359].
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These dynamics can give rise to phenomena such as pluralistic ignorance or false consensus
e ects, in which minority views appear more widespread than they actually are. Recent work
synthesizing research from political science, psychology, and cognitive science refer to this as the
\fun house mirror" nature of social media, whereby digital platforms distort perceptions of social
norms and drive polarization [358].

Thus, understanding how misinformation reaches concentrated audiences is a critical area of
inquiry. When it is disproportionately consumed and shared within speci c communities, the mech-
anisms of delivery and pathways of exposure become just as important to examine as the content
itself|particularly given evidence that its spread is often driven by a small number of in uential
accounts [33, 174, 217]. These issues are central to Part | of this dissertation, which focuses on
identifying and analyzing those accounts as well as critically examining common methodological

assumptions in the study of information di usion.

2.1.2 Impact: Does misinformation have no impact?

Another prominent critique of misinformation research is what Ecker et al. [130] refer to as the \no
causal impact" argument. This position holds that misinformation has not been reliably shown
to cause harmful behaviors. For example, Adams et al. [2] assert that \misbehaviors are not yet
reliably demonstrated empirically to be the outcome of misinformation"[2, pg. 1436], and similar
doubts are echoed in Refs. [16, 148].

This argument faces two major problems: it rests on an implausible theory of human decision-
making, and it contradicts a growing body of empirical evidence.

First, the logic underpinning this critique implies that people do not rely on information to
make decisions. If false information cannot cause false beliefs that misinform actions, then accurate

information must also be irrelevant. Indeed, critics themselves appear to question whether exposure
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to misinformation should be expected to shape behavior if accurate information often fails to do
so:
In health and risk communication it is widely accepted that the mere provision of
accurate information is typically not su cient to induce behavioral change|raising the
guestion of why perceiving false information should be su cient to induce aberrant
behavior [2, pg. 1445].

This line of reasoning is unconvincing. Following it to its logical conclusion would suggest we
should stop promoting accurate health information, which is clearly not advisable. Public health
campaigns have had demonstrably positive e ects, such as increasing smoking cessation [273, 274],
precisely because people do, in fact, rely on the information they encounter.

This assumption|that humans use information when making decisions|is foundational across
scienti ¢ disciplines. For example, the rst sentences of Fellows [140] review of the neuroscience of

decision-making open with the simple observation that:

Decision making is a vital component of human behavior. Like other executive processes,
it involves the synthesis of a variety of kinds of information [140].

Similarly, dual-process theories of social cognition [134], along with research in psychology [6] and
behavioral economics [292], all share the premise that people make decisions based on both accurate
and inaccurate information. Thus, if any decisions are shaped by information exposure, it follows
that low-quality or false information may degrade decision quality.

Crucially, misinformation need not be the \sole contributor”" to negative outcomes in order for
it to warrant concern, as some critics seem to suggest misinformation research assumes [2, p. 1441].
As Ecker et al. [130] put it:

Just as it is safe to assume that people do not believe and act on everything they hear
or see, it is also safe to assume that theylo believe and act onsome things [130, pg.
5].

Once we acknowledge that people rely on information to form beliefs and guide behavior, it
becomes clear that exposure to misinformation can shape both|particularly when it introduces or

reinforces false beliefs. As critics themselves acknowledge:
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For misinformation to be the cause of aberrant behavior, it needs to either reinforce or
introduce false beliefs [2, pg. 1453].

Fortunately, there is ample evidence documenting how misinformation leads to inaccurate beliefs
and reasoning [129, 266, 355]. False beliefs that have been widely held at various times|such as
the claims that Barack Obama was born in Kenya, vaccines cause autism, or millions of illegal
votes were cast in the 2016 U.S. election|did not arise spontaneously; they were seeded by false
claims [14, 247, 309] and subsequently spread through information networks.

As emphasized by Ecker et al. [130], researchers face signi caethical challenges in generating
the kind of clear, causal evidence that critics appear to desire [173, 253]. For example, conducting
an experiment in which participants are deliberately given false information about where to vote
during an actual election would be ethically indefensible, as it violates core principles outlined in the
Belmont Report [348]. Yet, the outcome of such a study is not di cult to predict: if participants
are told to vote at the wrong location|and are denied access to corrective information, as would
be the case in a well-controlled studyl|it is highly likely that many would fail to cast a valid ballot.

Despite these ethical constraints, causal evidence linking misinformation to harmful behaviors
does exist Experimental work has shown that exposure to misinformation can increase vaccine
hesitancy [257], and further studies have demonstrated that misinformation causally in uences
vaccination intentions and uptake [291]. These e ects appear to be especially pronounced when
vaccine-skeptical content on platforms like Facebook is not agged by fact-checkers [13], further
supporting calls for broader de nitions of misinformation [12, 281]. Beyond the domain of public
health, researchers using causal-inference methods have also shown that anti-refugee misinformation
contributes to hate crimes [293] and that misinformation disseminated through cable news reduced
public compliance with COVID-19 health measures [23, 65, 394].

This should not come as a surprise. Psychological research has shown that people process true
and false information in similar ways when forming beliefs [266]. Moreover, ample evidence suggests

that humans are predisposed to accept information as true by default [243, 287]. This cognitive
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tendency leaves individuals especially vulnerable to various harms in digital environments, where it
can be exploited to deceive or mislead [202]. In high-speed, high-volume information settings like
social media platforms|where attention is fragmented and critical scrutiny is often limited|this

vulnerability can make misinformation particularly potent [333, 335, 350].

2.2 A measured perspective

This review of the central claims in the debate over misinformation's reach and impact makes
clear that neither alarmism nor dismissal is fully justi ed. While critics raise worth-while concerns
about the prevalence of the problem and exaggerated rhetoric, a close reading of the empirical
record|alongside what is known about human cognition|supports a more grounded perspective.

As argued by Ecker et al. [130], we should aim to strike a balance that \permits us to be alarmed
when appropriate” [130, pg. 2]. While much attention has been paid to the overall proportion of
misinformation in the information ecosystem, it need not be overwhelming to produce serious
societal consequences. After all, the general public tends to be disengaged from news and politics,
generally, yet few would argue that this content has little e ect on public opinion or democratic
outcomes [11, 157].

Given the human tendency to accept information as true by default [243], even a relatively
small volume of false or misleading content|if strategically targeted [433], repeated [139, 329], or
algorithmically ampli ed [21, 276]|can exert an outsized in uence on public beliefs, attitudes, and
behaviors. Moreover, both critics and concerned researchers generally agree that a small segment
of the population is deeply immersed in such content, further underscoring the need to pursue
e ective remedies. In this context, the danger of misinformation lies not solely in its prevalence,
but in how it leverages core features of human cognition and the structural dynamics of digital

media systems.
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Finally, it is crucial to highlight that the divide between critics and proponents of misinformation
research is narrower than it might appear. Many critiques of misinformation research actually
re ect shared assumptions and goals with those who advocate for its continued study. There is
general agreement, for instance, that misinformation is not a new problem. What is new|and
deserving of careful empirical attention|are the ways in which the socio-technical changes over the
past two decades have fundamentally altered how people interact with information. Critics and
researchers also broadly agree on the value of proactive strategies, such as promoting trustworthy
content, improving digital literacy, and increasing access to reliable sources. At the same time,
while some forms of low-quality content may not merit intervention|for example, satire or trivial
fringe claims|ignoring misinformation entirely seems unnecessarily dangerous [130], particularly
in light of \data voids" that can be strategically exploited by bad actors [50, 307, 362].

What is needed, then, is research that can navigate these complexities: acknowledging the
limitations of prior work, while addressing the pressing challenges posed by misinformation in
contemporary information environments. This dissertation contributes to that e ort by developing
a more comprehensive understanding of misinformation's reach and impact, and by testing new

approaches to mitigate its harms.

2.3 Superspreaders of misinformation

One critical step toward addressing these challenges is identifying where misinformation originates
and how it spreads|particularly through the activity of highly in uential users. Recent research
suggests thatsuperspreadersof misinformation|users who consistently disseminate a dispropor-
tionately large amount of low-credibility contentmay be at the center of this problem [73, 149,
174, 217, 306, 389, 476]. In the political domain, one study investigated the impact of misinforma-
tion on the 2016 U.S. election and found that 0.1% of Twitter users were responsible for sharing

approximately 80% of the misinformation [174]. Social bots also played a disproportionate role in
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spreading content from low-credibility sources [388]. The Election Integrity Partnership (a consor-
tium of academic and industry experts) reported that during the 2020 presidential election, a small
group of \repeat spreaders" aggressively pushed false election claims across various social media
platforms for political gain [149, 217].

In the health domain, studies of the COVID-19 \infodemic" on Facebook and Twitter found
that superspreaders were often popular pages and veri ed accounts [476]. In 2021, the Center for
Countering Digital Hate reported that just 12 accounts|dubbed the \disinformation dozen"|were
responsible for nearly two-thirds of anti-vaccine content circulating on social media [73, 306]. A
longitudinal study of vaccine-related tweets during the pandemic found similar patterns: approxi-
mately 800 veri ed superspreaders accounted for 35% of the misinformation shared on an average
day [338]. These ndings are especially concerning given that eroding public trust in vaccines can
have serious consequences during a global health crisis [229]. Indeed, exposure to vaccine-related
misinformation has been shown to reduce individuals' willingness to get vaccinated [257, 339].

A related but not entirely equivalent user type is the \supersharer," as described by Baribi-
Bartov et al. [33]. In that study, the authors identi ed Twitter accounts linked to registered voters
and analyzed which users within that group were most responsible for spreading misinformation.
While valuable, this approach focuses on a narrow slice of the overall information ecosystem. Specif-
ically, it excludes many of the most in uential accounts|such as news outlets, political parties,
and major institutions|that do not fall within the category of individual registered voters. Under-
standing these broader actors is essential. As | will show in Chapter 3, such accounts are frequently

positioned at the center of the spread of misinformation.

2.3.1 Vital nodes identi cation

There is a great deal of literature on the identi cation of in uential nodes within a network [260].

While some of this work is not directly related to the social media space, it 0 ers some guidance
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about how nodes|in our case, social media accountslinteract within an information di usion
network. Given that the dynamics of di usion are hard to infer, this work often takes a structural
and/or a topical approach.

Structural approaches focus on extracting information about potentially in uential users from
the topology of social connections in a network [214, 222, 321, 327, 367]. A classic example is
PageRank, an algorithm that counts the number and quality of connections to determine a node's
importance [321]. Several authors have found that thek-core decomposition algorithm [18, 386]
outperforms other node centrality measures in identifying the most e ective spreaders within a
social network [222, 327]. This algorithm recursively identi es nodes that are centrally located
within a network. Unfortunately, this method is unable to di erentiate between individuals in the
network's core, which may be important for individualized content moderation practices.

Topical approaches take into account network structure while also considering the content being
shared [185, 458]. For example, Topic Sensitive PageRank [185] calculates topic-speci ¢ PageRank
scores. Another way to extend PageRank is to bias the random walk through a topic-specic
relationship network [458].

Given the ample evidence of manipulation within social media information ecosystems [163,
388, 389, 429], it is important to investigate whether the results mentioned above generalize to
misinformation di usion on social media platforms. Simple heuristics like degree centrality (i.e., the
number of connections of a node) perform comparably to more expensive algorithms when seeking
to identify superspreaders [62]. These results, though encouraging, rely on model-based simulations
and decade-old data. More recent work has proposed methods for identifying fake news spreaders
and in uential actors within disinformation networks that rely on deep neural networks and other
machine learning algorithms [241, 398]. Another approach that has been applied in social media

studies [48, 144] treats this task as a problem of optimal percolation in random networks [288].
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The goal is to minimize the energy in a many-body system to pinpoint the smallest possible set of

in uential accounts [288]. These methods, however, are complex and hard to interpret.

2.4 Information di usion

The methods described above typically operate on static networks constructed from platform-
provided data. However, despite substantial advances in the eld, social media data continue to
present major challenges for studying the dynamics of information di usion online [232, 236]. A key
issue is the opaque and evolving nature of socio-technical systems: platforms continuously modify
their interfaces and ranking algorithms, shaping user behavior in ways that are di cult to observe
or measure [234]. Additionally, changes driven by proprietary, undisclosed algorithms add further
complexity to di usion analyses [450].

A particularly important, yet often overlooked, challenge involves reconstructing di usion cas-
cades. On platforms like Facebook and Instagram, researchers typically only have access to aggre-
gate engagement metrics, such as the number of shares or reactions. Other platforms|including
Twitter (now X), Mastodon, Bluesky, and Threads|provide more granular data, but still obscure
the underlying di usion paths by attributing all reshares to the original post. This attening of
cascades conceals the actual structure of information ow, making it di cult to understand how
content propagates through social networks [31]. | refer to this issue as theascade inference
problem (Figure 2.1).

To address this problem, methods have been proposed to infer cascade structures and approxi-
mate the underlying di usion process [28, 88, 89, 108, 122, 150, 160, 165, 417{419, 447{449]. Nearly
all of these approaches leverage some form of the \follower network"|that is, metadata about who
follows whom [28, 88, 108, 418, 447{449]. These approaches rest on a core assumption: users are
only exposed to content from accounts they follow. Under this logic, if user A does not follow user

B, the probability that A would reshare B's content is treated as zero. This e ectively constrains
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Figure 2.1: lllustration of the cascade inference problem. (a) Social media platforms often provide
\naive" metadata that simpli es and distorts the true structure of information di usion, attributing

all reshares directly to the original poster. (b) To recover the actual di usion paths, researchers
apply inference methods that attempt to reconstruct the cascade. Many of these methods rely on
follower network structure, as is common with microblogging platforms like Twitter. However, such
approaches have important limitations: for example, if user 4 follows multiple accounts involved in
the cascade, there is no reliable way to determine which speci c exposure triggered their reshare.

resharing behavior to the structure of the follower graph. Often paired with this network-based
constraint is a temporal one, which assumes that if user A shares a post before user B, then B
could not have been in uenced by A. Together, these simpli cations o ered a seemingly reasonable
framework for approximating information owl|particularly during the early years of platforms
like Twitter, when content exposure was primarily shaped by follow relationships. Despite their
limitations (discussed in the next section), these assumptions laid the foundation for a wide array
of cascade inference techniques.

Some of the earliest work in this space came from Gomez-Rodriguez et al. [165], who developed
a method to infer the structure of entire information networks, rather than individual cascades.
Importantly, their approach was designed to model general patterns of information ow (e.g.,
across blogs or news sites), and aimed to produce algorithmic approximations rather than exact
reconstructions of speci ¢ di usion paths. Other early research focused on reconstructing Twitter

\reply trees"|that is, conversational threads formed through replies rather than reshares [89].
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While conceptually related, this task is considerably more straightforward, as Twitter metadata
explicitly records which post a reply is directed at, eliminating the need for inference.

Bakshy et al. [28] were among the rst to apply cascade reconstruction at massive scale, explor-
ing questions of in uence on Facebook, following in the steps of earlier work leveraging platform-
provided data [228]. Other researchers proposed standards for tracing the provenance of informa-
tion [417] and implemented systems to perform real-time cascade reconstruction online [418, 419].
However, to date, such standards have not seen widespread adoption.

More recent work has borrowed the concept of follower network-based inference in a frame-
work known as \Time-inferred Di usion"[447{449]. The most prominent example can be found in
Vosoughi et al. [449], which reported that \[flalsehood di used signi cantly farther, faster, deeper,
and more broadly than the truth"[449, pg. 1]. Although subsequent research has raised method-
ological concerns that substantially limit the strength of the study's conclusions [208], the paper
remains highly in uential, with over 10,000 citations at the time of writing. More recent work
has used follower network-based methods to investigate coordinated inauthentic behavior on Twit-
ter [88].

A parallel thread of work within industry has approached the cascade inference problem using
proprietary data. Researchers at Facebook developed a method they termed \rechaining," which
reconstructs resharing cascades based on internal attribution logs [122, 150]. Because the plat-
form can record exactly which post a user clicks to reshare|information not available to external
researchers|these systems can capture what the authors refer to as explicit attribution [122, pg.
147]. Nonetheless, this attribution remains imperfect, as the platform cannot capture all possible
exposure pathsli.e., users may encounter content through mechanisms that are not recorded by
the platform's logs.

To address this limitation, the rechaining procedure attempts to infer exposure by checking

whether users were previously shown content that exactly matches the reshared post within a
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prede ned time window (typically one hour). If such an exposure is found, the system attributes
the earlier exposure as the most likely source of in uence. Despite o ering valuable insight into
user behavior, the authors acknowledge that this method still relies on arbitrary choices|such as
the time window threshold|and that the psychological and social processes leading someone to

reshare content are likely far more complex [122].

2.4.1 Problems with follower-graph reconstruction methods

The work presented in Chapter 4 is motivated by signi cant shortcomings in the above-described
cascade reconstruction frameworks.

These approaches, while widely used, su er from well-documented limitations. Most notably,
their reliance on the follower network assumes that users are only exposed to content from accounts
they follow. This assumption ignores the many alternative avenues through which users can en-
counter information|such as platform search and exploration, external web links, group chats, or
word of mouth. More critically, closer inspection shows that the underlying framework fails to hold
in many realistic scenarios.

To illustrate, consider the hypothetical cascade shown in Figure 2.1, which contrasts the stan-
dard cascade structure reported by APIs (a) with the true cascade paths (b). Follower-network-
based methods typically proceed in two steps. First, all reshare actions are temporally ordered,
leveraging the fact that a user can only be in uenced by posts that appeared earlier in time. This
step is generally uncontroversial|for instance, determining that user 1 reshared the original post
from user 0 is straightforward, given the absence of alternative candidate \parents." Second, the
method restricts potential parents to those whom the user follows, with the goal of narrowing the
set of plausible sources.

However, given the hypothetical scenario presented in Figure 2.1, this strategy only works under
very speci c conditions:

" User 1 follows user O;
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~ User 2 follows user 1 and no one else;

~ User 3 follows user 1 and no one else; and

~

User 4 follows user 3 and no one else.

If users 2, 3, or 4 follow more than one potential parent, the method must choose between
multiple candidates|an ambiguity that standard follower-network approaches are not equipped to
resolve. Although node-level features could, in principle, provide useful signals for disambiguation,
this avenue remains largely unexplored [165]. In practice, researchers have either evaluated the
outcomes of di erent decision rules [28] or, more commonly, relied on a simple heuristic: selecting
the most recent prior post as the likely parent [449]. However, this assumption is deeply problematic.
Not only do we lack reliable estimates of its accuracy, but the potential for misattribution grows
signi cantly as cascades increase in size. With more nodes comes a greater number of plausible
parent-child links, compounding the di culty of correctly reconstructing the underlying di usion
process [46].

Perhaps more importantly, these methods were designed for an earlier era|the age of thesocial
graphlwhen platforms primarily delivered content based on users' explicit follow relationships.
That is, most of what was in a user's feed was from accounts they chose to follow. Today, however,
we are rmly in the recommender systemera. Most content is now surfaced algorithmically, largely
independent of a user's follower network. For example, roughly 50% of Twitter's \For You" feed
is composed of content from accounts users do not follow [437]. In this context, relying on the
follower graph as a proxy for information exposure no longer re ects how content actually reaches
users.

As noted earlier, some researchers have collaborated with platforms that have access to detailed
logs of sharing activity [29, 122, 150, 169]. However, it is generally understood that even these
datasets are not immune to error [28, 122, 169]. This persistent lack of ground-truth data makes
validating cascade reconstruction techniques extremely di cult [106], calling on new approaches to

an important problem.
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2.5 Misinformation and vaccine behaviors

Over the past decade, a growing body of research has documented how misinformation undermines
vaccine con dence and uptake [396]. Even prior to the COVID-19 pandemic, false claims about
vaccine safety contributed to serious public health setbacks. Misinformation has been linked to
declines in adolescent HPV vaccination due to unfounded safety concerns [468], measles outbreaks
in communities with previously high coverage [39], and disruptions to Ebola vaccination campaigns
in the Democratic Republic of Congo [446].

The COVID-19 pandemic dramatically ampli ed these challenges. Falsehoods about the virus
and its vaccines spread rapidly across social media, building on long-standing patterns of distrust,
fear, and politicized narratives [156]. To characterize this unprecedented surge of untrustworthy
information, many|including the World Health Organization|adopted the term \infodemic," for-
mally legitimizing the notion that false information posed a serious threat to pandemic response
e orts [156, 467, 484]. This framing helped elevate concerns about online information environments
within the global health policy agenda. However, some scholars have critiqued the term, arguing
that it risks overstating the novelty of the problem, oversimplifying complex belief dynamics, or
diverting attention from deeper structural drivers of vaccine hesitancy [393].

Nevertheless, a broad range of empirical studies support the conclusion that misinformation had
tangible and measurable consequences during the pandemic. Surveys conducted in both the United
States and globally demonstrate that belief in COVID-19-related misinformation was strongly asso-
ciated with vaccine refusal [366, 396]. Experimental studies further show that even brief exposure to
vaccine misinformation can reduce willingness to vaccinate [257], while other analyses estimate these
causal e ects within the larger information ecosystem, revealing that un agged misinformation is
particularly problematic [13]. Taken together, these ndings suggest that although the infodemic
framing warrants critical re ection, the public health risks posed by misinformation|particularly

during crises|are both substantial and well-documented.
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Researchers have identi ed several mechanisms through which misinformation can shape vac-
cine decisions [36]. These include the erosion of trust in public health institutions, the exploitation
of cognitive biases, and the reinforcement of existing political or ideological beliefs [36, 229]. Mis-
information often thrives in polarized online communities, where repeated exposure to false claims
lowers perceived vaccine safety and reinforces skepticism [139]. These dynamics can contribute
to localized outbreaks that complicate disease eradication e orts and exacerbate existing racial,
ethnic, and socioeconomic health disparities. The evidence to date strongly suggests that misin-
formation is associated withjand in some cases causally linked tolharmful vaccine behaviors.
Yet large-scale analyses suggest that platform e orts to counter misinformation have been largely
ine ective [55], underscoring the urgent need for more e ective, evidence-based interventions to

combat this ongoing challenge.

2.6 Misinformation interventions

Over the past decade, a substantial body of research has explored a wide range of interventions
designed to combat misinformation. Recent reviews from multiple disciplinary perspectives o er
slightly di erent overviews of these strategies [3, 225, 369, 370, 491]. For instance, Kozyreva et
al. [225] have developed a publicly accessible \toolbox" of individual-level interventions, complete
with an online interface that succinctly summarizes evidence supporting each approach. Taking

a psychological perspective, Ziemer and Rothmund [491] critique the literature, arguing that "the
majority of misinformation studies ... are poorly linked to basic psychological theory" [491, pg.
1], and call for stronger theoretical grounding in intervention design. Meanwhile, Roozenbeek et al.
[369] highlight existing gaps in the literature, recommending increased research outside of Western

and English-speaking contexts and encouraging more eld studies. Finally, Aghajari et al. [3]

Yinterventionstoolbox.mpib-berlin.mpg.de
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challenge the predominant focus on individual-level approaches, emphasizing the need to better
incorporate community-level factors such as social norms and collective behaviors.

Table 2.2 provides a non-exhaustive conceptual overview of prominent misinformation inter-
ventions, drawing from the framework proposed by Kozyreva et al. [225]. These interventions
are categorized into three broad types:nudges boosts and educational interventions and refuta-
tion strategies. Nudgesaim to gently steer behavior, building on in uential work from behavioral
economics and cognitive psychology [209, 423Boosts and educational interventionsfocus on im-
proving individuals' cognitive skills, media literacy, and veri cation strategies, thereby enhancing
their ability to recognize and resist misinformation. Finally, refutation strategies directly counter

false beliefs, typically by o ering corrective information.

Table 2.2: Non-exhaustive overview of misinformation intervention types and outcome variables as
described by Kozyreva et al. [225].

Category Intervention name Outcome variable
Accuracy prompts Sharing discernment
Nudges Friction Sharing intentions
Social nhorms Beliefs in misinformation; sharing in-
tentions
Boosts and Inoculation Accuracy/credibility discernment; ma-
educational nipulation technique recognition
interventions Lateral reading and veri cation  Credibility assessment of websites; use
strategies of veri cation strategies (self-reported
or tracked)
Media-literacy tips Accuracy discernment; sharing discern-
ment
. Debunking and rebuttals Beliefs in misinformation; attitudes to
Refutation

relevant topics (e.g., vaccination); be-
havioral intentions; continued in uence
of misinformation
Warning and fact-checking labels  Accuracy judgments; sharing intentions
Source-credibility labels Sharing intentions; accuracy judg-
ments; information diet quality

strategies

Considerable evidence now indicates that many misinformation interventions can be e ective,

at least under controlled conditions or for speci ¢ populations. For example, a recent megastudy
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evaluated nine prominent interventions selected by nearly 80 misinformation researchers through
a collaborative process [138]. Using a uni ed experimental design with standardized stimuli and
participant samples, this study found that nearly all intervention approaches meaningfully im-
proved individuals' accuracy and sharing discernment|the ability to distinguish true content from
false [138, 175]. While these ndings are promising and supported by some large-scale on-platform
experiments [331, 372], there is increasing recognition of the need for more realistic eld studies to
better understand how interventions perform in complex, real-world environments [370, 421].

One intervention strategy that has attracted growing scholarly and platform interest involves
the integration of crowd-sourced contextual information into online contentlan approach often
described as leveraging the \wisdom of the crowd"[267]. This interest has been amplied by its
increasing adoption by major platforms. At the time of writing, crowd-sourced systems have been
deployed by X[470], Meta [278], and Google (YouTube)[482], with Meta notably replacing its long-
standing professional fact-checking program{drawing criticism from experts concerned about the
shift away from expert-led moderation[233, 245, 354].

The central premise of these systems is to harness the collective judgment of diverse users to
assess credibility and attach contextual notes to potentially misleading content. On X, for example,
the \Community Notes" program enables users to submit contextual clari cations, which are only
published when contributors from di ering ideological perspectives agree the note is helpful|
a design choice intended to reduce bias and depolarize [410]. By aggregating input from a wide
contributor base, these systems aim to surface relevant background information, identify misleading
claims, and enhance transparency, while also o ering a more scalable alternative to traditional fact-
checking. Empirical research suggests that crowd-sourced judgments can match or even exceed
expert assessments in some contexts [267], and evaluations by X and others have illustrated that
Community Notes can reduce misinformation [85, 466]. Independent studies also suggest that these

systems may enhance trust in the information environment [125].
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However, important limitations remain. Content most in need of clari cation often involves
politically or socially divisive claims|precisely the types of posts where cross|ideological con-
sensus is dicult to achieve. When consensus cannot be reached, no note is published, limiting
the intervention's reach. This challenge is particularly consequential given that contested content
comprises a large share of online misinformation [74, 464]. Additionally, a recent study found that
Community Notes did not signi cantly reduce engagement with misinformation during its early

viral stagegsuggesting that timing delays may limit the system's impact [86].

2.6.1 Fact-checking

Despite platforms' recent shift toward Community Notes{style systems [278, 470, 482], traditional
fact-checking remains one of the most thoroughly studied and empirically validated strategies for
countering misinformation [268, 311, 343, 453, 491]. Professional fact-checking directly targets
the accuracy of specic claims, and a robust body of experimental evidence shows that it can
reduce belief in misinformation and decrease intentions to share|even among individuals who
express skepticism toward fact-checkers themselves [268, 343, 453]. Cross-national experiments
further support the generalizability of fact-checking: in a study conducted simultaneously across
Argentina, Nigeria, South Africa, and the United Kingdom, Porter and Wood [343] found that
fact-checks consistently reduced misperceptions across diverse political and cultural contexts.

A recent meta-analysis synthesizing results from 30 studies con rmed a positive overall e ect of
fact-checking on belief correction, though the magnitude of that e ect varied depending on several
moderating variables [453]. Fact-checks were more e ective when they aligned with participants'
political views (i.e., pro-attitudinal corrections) than when they challenged them (i.e., counter-
attitudinal), with this asymmetry particularly pronounced among conservatives|suggesting greater
susceptibility to motivated reasoning in this group. E ectiveness also declined with higher political

sophistication, indicating that more politically knowledgeable individuals may be more resistant
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to updating their beliefs. Moreover, fact-checks targeting campaign-related content were generally
less e ective than those addressing non-campaign topics.

Design features of the correction messages also shaped outcomes. Simpler, less lexically complex
language improved e ectiveness, while more sophisticated wording tended to reduce it. Similarly,
the inclusion of visual cues or \truth scales" generally weakened correction e ects, contrary to
expectations. Partial corrections|those that addressed only part of a claim|were signi cantly
less e ective than fact-checks that refuted an entire statement. As for delivery format, full-text
fact-checking articles outperformed brief labels, and the inclusion of source cues such as logos or
claims of impartiality did not meaningfully enhance credibility. These ndings emphasize that while
fact-checking is broadly e ective, its impact depends heavily on the content, design, and cognitive
context in which it is delivered.

Nonetheless, fact-checking continues to face several limitations. Chief among these is scalability:
because fact-checking relies on human labor, it struggles to keep pace with the speed and volume
of misinformation online [40, 333]. In addition, labeling systems can inadvertently contribute to
the \implied-truth e ect," wherein users interpret un agged content as credible simply because it
has not been corrected [329]. This is especially problematic given the scale limitations mentioned
above: large volumes of unchecked content may be mistakenly seen as trustworthy, thus weakening
the overall e ectiveness of fact-checking e orts.

In sum, traditional fact-checking remains a vital and empirically grounded intervention in the
ght against misinformation. Yet, realizing its full potential will require overcoming signi cant
practical constraints and carefully attending to the psychological and communicative factors that

shape its reception.
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2.6.2 LLM fact-checking

Given the limitations surrounding human-based fact-checking|particularly issues of scalability|
there has been renewed interest in leveraging automated methods, speci cally those powered by
large language models (LLMs). While natural language processing techniques have long been
explored for automated fact-checking [172, 179, 183, 486], the substantial recent advancements in
cutting-edge LLMs have signi cantly accelerated research in this area [82].

LLMs are appealing for automated fact-checking due to their broad linguistic capabilities and
capacity to generate uent, authoritative-sounding text. Initial tests of GPT-3, even in zero-shot
scenarios|i.e., without task-speci c training or additional context|have demonstrated promising
e ectiveness at fact-checking claims [190]. Moreover, analysis of GPT-4, which incorporated evi-
dence retrieved externally, has demonstrated even greater accuracy, though performance still varies
across di erent languages [352]. A key strength of these systems appears to be their ability to au-
tomate nearly all components of the fact-checking pipeline: formulating search queries, retrieving
relevant evidence, evaluating claims, and generating natural-language judgments with human-like
justi cations and citations [415, 489].

A variety of approaches for leveraging LLMs in fact-checking have been proposed. For exam-
ple, domain-speci ¢ systems likeCliminator provide nuanced, evidence-rich evaluations of climate-
related claims by combining a debate-style framework with access to up-to-date scienti ¢ sources [240].
More general-purpose systems such as MUSE integrate retrieval and credibility assessment across
both text and images to generate timely, high-quality fact-checks at scale [489]. Other work has
explored multi-agent architectures that coordinate specialized LLMs to collaboratively verify claims
and improve reliability in complex fact-checking tasks [445].

Despite these promising developments, signi cant concerns remain regarding the deployment of
LLMs for critical tasks like fact-checking. A notable issue is the persistent tendency of LLMs to

\hallucinate" or con dently generate inaccurate information [30, 197, 204]. In addition, research
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has shown that models display well-known biases which could, in theory, permeate fact-checking
responses [154, 192, 300, 376].

One widely adopted strategy for addressing these challenges|particularly in knowledge-intensive
tasks like fact-checkinglis retrieval-augmented generation (RAG)[249]. RAG systems work by rst
retrieving relevant information from a curated database of authoritative sources, then incorporat-
ing that content into the model's prompt before generating a response. This process explicitly
directs the LLM to ground its output in external evidence, improving factual accuracy and trans-
parency. Thanks to its exibility and e ectiveness across a range of applications, RAG has seen
rapid development and broad adoption in recent years[67, 328].

Overall, LLMs represent a promising path toward scaling and enhancing fact-checking e orts,
demonstrating early success in speci c contexts and tasks. However, as the previous review of
the literature related to the e ectiveness of fact-checking illustrates, human interaction with these

systems will complicate their e cacy.

2.6.3 Human-Al interaction

Harnessing the potential bene ts of LLM-based fact-checking systems in real-world settings requires
a nuanced understanding of how users perceive and interact with arti cial intelligence. A growing
body of research highlights a range of factors that in uence trust in Al systems, particularly in
high-stakes, credibility-sensitive domains such as misinformation detection.

The MAIN model (Modality, Agency, Interactivity, Navigability) provides a useful heuristic
framework for analyzing how digital media a ordances shape users' credibility assessments [413].
According to this framework, cuesrefer to speci c features of a digital system that activate heuris-
tics|mental shortcuts that inform judgments about quality, trustworthiness, or usefulness. The

de nition of \quality" may vary depending on the context or technology under evaluation.
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In the context of LLM-powered fact-checking, for example, the inclusion of source citations in a
model's response may serve as a cue that triggers the heuristic \information with citations is more
accurate or reliable.” In this example, the presence of citations signals higher perceived quality in
the user's mind|even if the factual content of the response is unchanged.

The MAIN model identi es four primary types of cues| modality, agency interactivity , and
navigability |[from which it derives its name. These include the modality of the system's output
(e.g., text, audio, video), its perceivedagency (i.e., whether the information appears to come from
a human or a machine), the system'snteractivity (e.g., opportunities for user input or feedback),
and its navigability (i.e., the ease with which users can explore supporting or related content). Each
of these dimensions can in uence how users assess credibility and determine whether a system is
trustworthy or useful. For instance, agency cues|such as whether an answer appears to come from
a human or a machine|may strongly impact user judgments of competence or accountability.

Recent empirical studies illustrate how these dynamics manifest in practice. One study found
that when participants were unaware of a statement's source, they were more likely to trust content
presumed to be written by a human. However, when explicitly told whether content was generated
by ChatGPT or a human, trust in both sources declined and participants became more likely to
verify the information independently [60]. This suggests that transparency about Al involvement
may trigger more critical scrutiny, rather than blind trust. Similarly, a cross-national study of
content moderation preferences found that users consistently expressed greater con dence in human
moderators over Al systems when evaluating politically contentious material|re ecting a baseline
preference for human agency in sensitive or interpretive domains [465]. These ndings underscore
how perceptions of agency and transparency interact with cognitive heuristics, which will be crucial
in the development of Al-driven fact-checking systems.

Design features can also mitigate the risks of over-reliance on Al tools. A recent study by

researchers at Microsoft provides a compelling example [403]. In this work, participants used either
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a traditional search engine or an LLM-powered assistant to answer factual questions. While those
using the LLM system answered questions more quickly, their performance declined signi cantly
when the model provided incorrect information|highlighting the risk of over-reliance on inaccurate
Al outputs. To address this, the researchers introduced a simple con dence-based, color-coded
highlighting scheme to indicate potentially unreliable portions of the model's response. This design
intervention signi cantly increased users' ability to detect incorrect information, improving decision
accuracy without sacri cing e ciency or user satisfaction. The ndings suggest that well-designed
cueslaligned with users' cognitive heuristics|can preserve the benets of LLM systems while
reducing the risks of uncritical adoption.

Given the rapid trajectory of improvement in LLM performance on fact-checking tasks [190,
240, 352, 489], well-designed systems hold the potential to generate large positive e ects| they

can e ectively in uence user beliefs.

2.6.4 LLM persuasion

In recent years, scholars have begun exploring LLMs' capacity to shift human beliefs across a
range of domains. Notably, Costello et al. [97] provided evidence that conversational interactions
with LLMs could reduce belief in conspiracy theories. Their results showed that belief reductions
among conspiracy believers were signi cant and durable, with many e ects persisting weeks later.
Related work has demonstrated similar outcomes in the context of misinformation about climate
change [100] and HPV vaccination [472], further highlighting the persuasive potential of well-
designed LLM interactions.

These promising results, however, raise important ethical concerns about misuse. Unfortunately,
research has already shown that LLMs can be used to increase belief in falsehoods. For example,
Danry et al. [103] nd that deceptive Al-generated content can strengthen misinformation beliefs,

even in the absence of overt disinformation cues. Other studies show that LLMs are capable of

32



persuading users on politically polarized topics [26, 210] and can be deployed for propaganda-like
purposes [161].

Although earlier work suggests that users often prefer human-led interventions in online set-
tings [465], recent ndings indicate that labeling messages as Al-generated does not signi cantly
reduce their persuasive impact [155]. A key open question is whether LLMs are more e ective at
persuading users of true claims compared to false ones. Encouragingly, some evidence points in
this direction: a text-based analysis of conspiracy-related conversations from Costello et al. [97]
found that the persuasiveness of the model's responses was strongly associated with the inclusion
of accurate, well-supported information|suggesting that factual content itself may be a central
driver of belief change. While further research is needed, these ndings o er cautious optimism
that LLMs may be more e ective at promoting factual beliefs, perhaps because the truth is often
more coherent and cognitively satisfying than fabrications.

As LLMs continue to evolve and are increasingly integrated into real-world applications, this
research agenda remains in its early stages. Interdisciplinary collaboration|spanning computer
science (to ensure factual reliability), psychology and communication (to enhance message design
and trust), and public policy (to guide responsible deployment)|will be essential to realizing the

bene ts of LLM-based interventions while mitigating the risks of misuse.
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Chapter 3
Identifying and characterizing superspreaders of low-credibility content on

Twitter

Every man should have a built-in automatic crap detector operating inside
him. It also should have a manual drill and a crank handle in case the

machine breaks down.

{ Hemingway [265]

Despite the growing evidence that superspreaders of misinformation play a crucial role in the
spread of misinformation, we lack a systematic understanding of who these superspreader accounts
are and how they behave. This gap may be partially due to the fact that there is no agreed-upon
method to identify such users; in the studies cited earlier in Chapter 2 [73, 149, 174, 217, 306,
389, 476], superspreaders were identi ed based on di erent de nitions and methods while studying
separate problems.

| address this gap by providing a coherent characterization of superspreaders of low-credibility
content on Twitter. In particular, this work addresses two questions. First, can superspreaders of
low-credibility content be reliably identi ed? To be useful, any method for measuring the degree
to which an online account is a superspreader of such content should be accurate and predictive.
Here | focus on simple approaches utilizing data that are widely available across platforms. More
complex methods may require detailed information about the structure of the entire social network,
which is typically unavailable or computationally prohibitive to collect.

Mitigating the negative impact of superspreaders of low-credibility content additionally requires

a deeper understanding of these users, leading to the second question: who are the superspreaders|
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i.e., what types of users make up most superspreader accounts|and how do they behave? A
better understanding of the origins of misinformation is an important step toward decreasing its
ampli cation and reach [325].

To answer the rst research question, | begin by collecting 10 months of Twitter data and
de ning \superspreaders" as accounts that introduce low-credibility content, which then dissem-
inates widely. Operationally, | de ne low-credibility content as content originally published by
low-credibility, or untrustworthy sources. With this de nition, | evaluate various platform-agnostic
metrics to predict which users will continue to be superspreaders after being identi ed. See Meth-
ods for details on sources and metrics. | evaluate each metric by ranking accounts in an initial
time period and then comparing how well these rankings predict a user will be a superspreader in
a subsequent period. | also compare all metrics to an optimal performance based on data from
the evaluation period. The metrics considered are based on account8ot Score (likelihood that
an account is automated, calculated utilizing BotometerLite [477]), Popularity (number of follow-
ers), Inuence (number of retweets of low-credibility content earned during the initial period),
and h-index, repurposing a metric initially proposed to study scholarly impact [189]. | nd that
the h-index and In uence metrics outperform other metrics and achieve near-optimal accuracy in
predicting the top superspreaders months in advance.

After validating the h-index and In uence metrics, | address the second research question by
conducting a qualitative review of the worst superspreaders. Behavioral statistics and relevant
user characteristics are analyzed as well; e.g., whether accounts are veri ed or suspended. | learn
that 52% of superspreaders on Twitter are political in nature. | also nd accounts of pundits with
large followings, low-credibility media outlets, personal accounts a liated with those media outlets,
and a range of nano-in uencersjaccounts with approximately 14 thousand followers. Addition-
ally, 1 learn that superspreaders use toxic language signi cantly more often than the typical user

sharing low-credibility content. Finally, | examine the relationships between suspension, veri ed
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status, and popularity of superspreaders. This analysis suggests that Twitter may overlook veri ed
superspreaders with very large followings.

Overall, | address the aforementioned gaps related to the most in uential spreaders of low-
credibility content on a social media platform that is central to the public's discussion of nearly all
topics. | demonstrate that simple metrics inspired by the literature [62, 327] can be applied easily to
most social media platforms to reliably nd superspreaders months in advance. Moreover, | provide
the rst empirical analysis of these accounts, their behavior, and the apparent unwillingness of a

major social media platform to moderate their dissemination of unreliable content.

3.1 Methods

3.1.1 Low-credibility content di usion

| begin by building a low-credibility content di usion dataset from which | can identify problematic
users. To identify this content, | rely on the 1y+ list [198] of 738 low-credibility sources compiled
by professional fact-checkers|an approach widely adopted in the literature [48, 174, 237, 388,
476]. This approach is scalable, but has the limitation that some individual articles from a low-
credibility source might be accurate, and some individual articles from a high-credibility source
might be inaccurate.

Tweets are gathered from a historical collection based on Twitter's Decahose Application Pro-
gramming Interface (API) [436]. The Decahose provided a 10% sample of all public tweets. | collect
tweets over a ten-month period (Jan{Oct 2020). | refer to the rst two months as the observation
period and the remaining eight months as theevaluation period. From this sample, | extract all
tweets that link to at least one source in the list of low-credibility sources. This process returns a

total of 2,397,388 tweets sent by 448,103 unigue users.
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3.1.2 Metrics

Here, | de ne several metrics that can be used to rank users in an attempt to identify superspreaders

of low-credibility content.

Popularity

Intuitively, the more followers you have on Twitter, the more your posts are likely to be seen and
reposted. As a simple measure of popularity, | can use an account's number of followers, even
though it does not fully capture its in uence [79]. Speci cally, let us de ne Popularity as the mean
number of Twitter followers an account had during the observation period. | extracted the numbers

of followers from the metadata in the collection of tweets.

In uence

Various measures of social media in uence have been proposed [79]. One that is directly related to
spreading low-credibility content can be derived from reshares of posts that link to untrustworthy
sources. | compute the Inuencel of accounti by summing the number of retweets of all posts
they originated that link to low-credibility sources during the observation period. This is formally
expressed ad; = P t21; t» Where  denotes the number of retweets of post, and T; is the set of

all observed posts by accouni that link to low-credibility content. One could also consider quoted
tweets, however we focus on retweets because they are commonly treated as endorsements; quoted

tweets can indicate other intent such as criticism.

Bot Score

Some research has reported that social bots can play an important role in the spread of untrust-
worthy content [388]. Therefore, | adopt a Bot Score metric that represents the likelihood of an

account being automated [141]. A user's Bot Score is given by the popular machine learning tool
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BotometerLite [313], which returns a score ranging from zero to one, with one representing a high
likelihood that an account is a bot. Machine learning models are imperfect but enable the analysis
of signi cantly larger datasets. BotometerLite is selected for its high accuracy, which will minimize
error, and its reliance only on user metadata from the Twitter V1 API [477]. This allows us to
analyze the user objects within the historical data, calculating the likelihood that a user was a bot
at the time of observation as opposed to relying on other popular tools that query an account's
most recent activity at the time of estimation [383]. Since | obtain a score from the user object in
each tweet, | set useli's Bot Score equal to the mean score across all tweets hyin the observation

period.

h-index

To quantify an account's consistent impact on the spread of content from low-credibility sources,
| repurpose the h-index, which was originally developed to measure the in uence of scholars [189].
The h-index of a scholar is de ned as the maximum value oh such that they have at leasth papers,
each with at least h citations. Similarly, in the context of social media, | de ne h(i) of useri as the
maximum value of h such that useri has created at leasth postslinking to low-credibility sources,
each of which has been reshared at lea$t times by other users.

| apply this metric to the Twitter context and adopt the most common metric on this platform
for resharing content, the retweet count. As a result, a Twitter useri with h = 100 means that
the user has posted at least 100 tweets linking to low-credibility sources, each of which has been
retweeted at least 100 times.

Unlike common measures of in uence, such as the retweet count or the number of followers, this
repurposing of the h-index focuses on problematic repeat-o enders by capturing theconsistency

with which a user shares low-credibility content [153]. For example, a user who posts only one
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Table 3.1: Classi cation scheme utilized during the process of manually annotating superspreader
accounts. An account's political a liation was recorded if an annotator classi ed that account as
political. The same was done for hyperpartisan accounts in certain other categories, such as media
and journalists.

Classi cation Examples Political A liation
Elected o cial Mayors, governors, senators Recorded
Public service City o ces, public departments
Media outlet News outlets, TV news channels If hyperpartisan
Journalist (hard news) Investigative journalists, public health If hyperpartisan
and economics reporters
Journalist (soft news) Sports and entertainment reporters If hyperpartisan
Journalist (broadcast news) TV anchors, radio show hosts If hyperpartisan
Journalist (hew media) Twitch streamers, podcast hosts If hyperpartisan
Media a liated Editors, high-level employees, owners of If hyperpartisan
media outlets
Public intellectual Academic researchers, mainstream
opinion columnists
Political Activists, campaign staers, political  Recorded

personalities, political pundits, anony-
mous hyperpartisan accounts

Entertainer Musicians, comedians, social media
personalities

Sports related Baseball players, sports managers

Religious leader Priests, rabbis, churches

Organization Organizations not classi ed elsewhere

Other Accounts not classi ed elsewhere. Pri-

marily personal accounts of non-public
gures with moderate followings

Deactivated/suspended Accounts deactivated/suspended at the
time of annotation

untrustworthy tweet that garners a large number of retweets earnsh = 1, regardless of the virality

of that individual tweet.

3.1.3 Accounting for future misinformation

This work seeks to predict which Twitter accounts will be superspreaders of untrustworthy content
in the future. To this end, | identify accounts in the observation period and then quantify how much
low-credibility content they spread during the evaluation period. | construct a retweet network with

the data from each period. The observation network (Jan{Feb 2020) and the evaluation network
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(Mar{Oct 2020) involve approximately 131 thousand and 394 thousand users, respectively. In each
network, nodes represent accounts and directed edges represent retweets pointing from the original
poster to the retweeter. Each edgei(! j) is weighted by the total number w; of times any ofi's
posts linking to low-credibility content are retweeted by j .

| create four separate rankings of the 47,012 users that created at least one post linking to
low-credibility content during the observation period based on each of the metrics de ned above:
h-index, Popularity, In uence, and Bot Score.

For each ranking, | employ a network dismantling procedure [388, 389] wherein accounts are
removed one by one in order of ascending rank from the retweet network. As | remove accoumt
from the network, | also remove all retweets of posts linking to low-credibility content originated by
i, i.e., the outgoing edges fromi. | can calculate the proportion of untrustworthy content removed

from the network with the removal of account i as

M =PI . (3.1)
ki Wkj

where the denominator represents the sum of all edge weights prior to beginning the dismantling
process. This quanti es how much low-credibility content each user is responsible for during the
evaluation period.

Note that Twitter's metadata links all retweets of a tweet to the original poster. Therefore, the
value M; for each accounti is the same across all ranking algorithms. The performance of a metric
depends only on the order in which the nodes are removed, determined by the metric-based ranking.
| compare how quickly the metrics remove low-credibility content from the network relative to one
another. Metrics that remove this content most quickly are considered the best ones for identifying
superspreaders. This is because they rank the accounts responsible for disseminating the largest

proportion of low-credibility content at the top.
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| also compare each ranking to the optimal ranking for the dismantling-based evaluation. This
optimal strategy is obtained by ranking candidate superspreaders according to descending values of
M, whereM is calculated by using the evaluation period instead of the observation period. That is,
the account with the largest M value is removed rst, followed by the one with the second largest
M, and so on, until all users have been removed. Note that this optimal ranking is only possible
using information from the future evaluation period as an oracle. It serves as an upper bound on

the performance that can be expected from any ranking metric.

3.1.4 Account classi cation and description

The top superspreader accounts according to the rankings described above are classi ed into one
of the 16 di erent categories detailed in Table 3.1. | adopted and slightly altered a classi cation
scheme from a previous study [153]. Speci cally, health-related and COVID-19-speci ¢ categories,
i.e., \public health o cial,” \medical professional,” and \epidemiologist,” were removed. A \media
a liated" category was added to capture accounts that might have some aliation with low-
credibility sources, as seen in previous research [476]. This classi cation scheme takes into account
di erent types of journalists as well as other in uential individuals and entities, such as politicians,
media outlets, religious leaders, and organizations. Additionally, accounts in certain categories
(\elected o cial" and \political") are annotated with their political a liation: \right" (conserva-
tive) or \left" (liberal). The same is done for hyperpartisan accounts in certain other categories,
such as media and journalists.

Two authors independently annotated each account. In cases of disagreement, two additional
authors followed the same process. The category and political a liation of these accounts were
then derived from the majority classi cation (three of the four annotators). Accounts for which

the disagreement could not be resolved were excluded.
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3.1.5 Source-sharing behavior

| investigate the typical behavior of a top superspreader account with respect to sharing low-
credibility sources, relative to their general source-sharing behavior. Speci cally, for a given ac-

count, | calculate the ratio rp, = J’;—'I’J where jTij represents the total count of useri's posts that
link to low-credibility sources and jP;j is the count of all posts by useri that link to any source
during the observed period. This also allows us to better understand the proportion 1 rp, of
non-low-credibility sources that would be lost if the account were removed. This type of content
may originate from trusted sources and is assumed to be harmless. An ideal method would iden-
tify users that consistently share high-impact untrustworthy content and a minimal proportion of
harmless content.

To calculate r, | rst download all tweets sent by the identi ed superspreaders during a three-
month period (Jan 1, 2020{April 1, 2020). | was able to gather tweets from 123 superspreader
accounts that were still active. | then extract all links from the metadata of these tweets. | expand
links that are processed by a link-shortening service (e.ghit.ly ) prior to being posted on Twitter.
Sources are obtained by extracting the top-level domains from the links. Low-credibility sources are
identi ed by matching domains to the |y+ list described earlier. Finally, | calculate the proportion

rm for all superspreaders. The inability to calculater, for inactive accounts might introduce bias

in this measurement.

3.1.6 Language toxicity

| wish to investigate the content of superspreader posts beyond source-sharing behaviors to under-
stand if they are taking part in respectful discourse or increasing the levels of abusive language in
public discussion. | utilize the Google Jigsaw Perspective API [205] to estimate the probability of
each tweet in the 10-month dataset being toxic. The API de nes toxic language as rude, disrespect-

ful, or unreasonable comments that are likely to make users disengage from an online interaction. |
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then calculate the toxicity of an account by averaging the score across all of their original tweets. |
only consider English-language tweets; ve superspreaders tweeting exclusively in other languages
are excluded.

While recognizing the model's \black box" nature as a limitation, | still embrace its adoption,
aligning with prevailing practices in social media research. This approach ensures this work's

comparability with other pertinent studies [290].

3.2 Results

3.2.1 Dismantling analysis

After ranking accounts in the observation period based on the investigated metricsl{-index, Pop-
ularity, In uence, and Bot Score), | conduct a dismantling analysis to understand the e cacy of
each one (see Methods for details). The results of this analysis are shown in Fig. 3.1 (top).

Bot Score performs the worst: even after more than 2,000 accounts are removed from the
network, most of the low-credibility content still remains in the network. This suggests that bots
infrequently originate this content on Twitter. Instead, as previous research suggests, bots may
increase views through retweets and expose accounts with many followers to low-credibility content,
in hopes of having them reshare it for greater impact [388].

| also observe in Fig. 3.1 (top) that while Popularity performs substantially better than Bot
Score, it fails to rank the most problematic spreaders at the top; upon removing the top 10 users,
almost no low-credibility content is removed from the network. In contrast, the h-index and In-
uence metrics place superspreaders at the top of their rankings and the dismantling procedure
removes substantial amounts of low-credibility content from the network immediately.

The Popularity metric draws on the structure of the follower network and therefore contains

valuable information about how low-credibility content might spread. However, the follower network
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Figure 3.1: Top: The e ect of removing accounts that created low-credibility posts during January
and February 2020 (observation period) on the proportion of untrustworthy content present during
the following eight months (evaluation period). Nodes (accounts) are removed one by one from
a retweet network in order of ascending rank, based on the metrics indicated in the legend. The
remaining proportion of retweets of low-credibility posts is plotted versus the number of nodes
removed. The lowest value for all curves is not zero, re ecting the fact that approximately 13%
of the low-credibility retweets in the evaluation network are by accounts who did not create low-
credibility posts during the observation period. Bottom: Likelihood that the di erence between
the performance ofh-index and In uence happened by random chance. The most proli ¢ super-
spreaders according to these two metrics remove a similar amount of low-credibility content. To
compare them for any given number of removed accounts, | conduct Cramer von Mises two-sample
tests with increasingly larger samples and plot each test'®?-value on the y-axis. After removing
more than 50 accounts (gray area) the In uence metric performs signi cantly better (P < 0:05).
The di erence is not signi cant if fewer accounts are removed.
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is not a perfect predictor of di usion networks [327]. The retweet network used by the h-index and
In uence metrics provides a more direct prediction.

Cramer von Mises (CvM) two-sample comparisons show signi cant di erences between the op-
timal curve and those for h-index (P < 0:001,d = 0:61, 95% CI: [Q02, 0:02]) and In uence metrics
(P < 0:001,d = 0:44, 95% CI: [Q0L; 0:01]). All con dence intervals are calculated based on boot-
strapping (5,000 resamples). However, the amount of low-credibility content removed using either
metric is within 2% of the optimal, on average. In fact, removing the top 10 superspreaders elimi-
nates 34.6% and 34.3% of the low-credibility content based om-index and In uence, respectively
(optimal: 38.1%). In other words, 0.003% of the accounts active during the evaluation period
posted low-credibility content that received over 34% of all retweets of this content over the eight
months following their identi cation. Removing the top 1,000 superspreaders (0.25% of the ac-
counts who posted during the evaluation period) eliminates 73{78% of the low-credibility content
(optimal: 81%). This represents a remarkable concentration of responsibility for the spread of
untrustworthy content.

Comparing the performance ofh-index and In uence to one another acrossall ranked accounts
illustrates that ranking by the In uence metric removes signi cantly more low-credibility content
on average (CvM:P < 0:001,d =0:22, 95% CI: [Q01; 0:01]). However, it is more useful to compare
the performance between these metrics with respect to the highest ranked accounts, since those
would be considered as potential superspreaders. Let us again utilize CvM tests to compare the
impact of removing samples of top superspreaders of increasing size, up to 1,000 accounts. | rst
check if the amount of low-credibility content attributed to the top two ranked accounts according
to each metric is signi cantly di erent, then the top three, and so on, until | have considered the top
1,000 accounts in each group. As shown in Fig. 3.1 (bottom), rankings by-index and In uence are
not signi cantly di erent when comparing the amount of low-credibility content attributed to the

top-ranked accounts. Only after removing accounts ranked 5% or below|who likely would not be
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categorized as superspreaders|does the performance of these metrics begin to di er signi cantly
(CvM: P =0:048,d=0:17, 95% CI. [ 0:03;0:07]).

Overall, these results suggest that, with respect to this sample, bothh-index and In uence
metrics perform well at identifying superspreaders of low-credibility content. Since removing ac-
counts based on these two metrics yields similar reductions in untrustworthy content, | explore

other reasons to prefer one over the other in later sections.

3.2.2 Describing superspreaders

In this section | characterize superspreaders of low-credibility content in terms of their account
type, untrustworthy content sharing behavior, and use of toxic language. | also investigate the
relationship between an account's follower count and its veri ed or suspended status. The top
1% of accounts with h-index above zero are selected as superspreaders, yielding 181 accounts, and
then an equal number of top-ranked accounts are taken for comparison, based on the In uence
metric. | note that other thresholds could be adopted to classify an account as a superspreader.
This approach allows us to focus on a large but manageable number of accounts that have large

in uence within the low-credibility content ecosystem.

Account classi cation

The groups selected by the two metrics overlap, so there are a total of 250 unique accounts.
These were manually classi ed into di erent categories following the procedure detailed in Methods.
After the rst round of classi cations, two authors agreed on 211 accounts (84.4%, Krippendorf's
=0:79). Of the remaining 39 accounts reviewed by two additional authors, 21 were classi ed by
a majority of annotators and the rest were excluded, yielding 232 classi ed accounts.
Fig. 3.2 reports the number of superspreader accounts in each category. Over half of the
accounts (55.1%) were no longer active at time of analysis. Of these 128 inactive accounts, 111

(86.7%) were reported by Twitter as suspended. The suspended accounts were evenly distributed
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Figure 3.2: Classi cation of superspreader accounts. A large portion (55.1%) of accounts are no
longer active. For each class annotated with political a liations, colors indicate the ideological
split. The last group aggregates all accounts with political a liations.

among the superspreaders identi ed byh-index (47.5%, 86 accounts) and In uence (42.5%, 78
accounts). The remaining 17 inactive accounts were deleted. The high number of suspensions
serves as further validation of these metrics: Twitter itself deemed many of the accounts | identi ed
as superspreaders to be problematic.

The accounts still active were classi ed according to the scheme in Table 1. 52% (54 accounts)
fall into the \political" group. These accounts represent users who are clearly political in nature,
discussing politics almost exclusively. They consist largely of anonymous hyperpartisan accounts
but also high-pro le political pundits and strategists. Notably, this group includes the o cial
accounts of both the Democratic and Republican parties @ TheDemocratsand @GOP), as well as
@DonaldJTrumpdr, the account of the son and political advisor of then-President Donald Trump.

The next largest group is the \other" category, making up 14 active accounts (13.4%). This
group mostly consists of nano-in uencers with a moderate following (median 14 thousand fol-
lowers) posting about various topics. A few accounts were classi ed in this group simply because

their tweets were in a di erent language.
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The \media outlet” and \media a liated" classi cations make up the next two largest groups,
consisting of 19 active accounts combined (18.3%). Most of the media outlets and media a liated
accounts are associated with low-credibility sources. For exampleBreaking911.com is a low-
credibility source and the @Breaking91laccount was identi ed as a superspreader. Other accounts
indicate in their pro le that they are editors or executives of low-credibility sources.

The remainder of the superspreaders consist of (in order of descending number of accounts) \or-
ganizations," \intellectuals,"” \new media," \public service," \broadcast news," and \hard news"
accounts. Notable among these accounts are: the prominent anti-vaccination organization, Chil-
dren's Health Defense, whose chairman, Robert F. Kennedy Jr., was named as one of the top
superspreaders of COVID-19 vaccine disinformation [73, 306, 338]; the self-described \climate sci-
ence contrarian" Steve Milloy, who was labeled a \pundit for hire" for the oil and tobacco indus-
tries [285]; and the popular political pundit, Sean Hannity, who was repeatedly accused of peddling
conspiracy theories and misinformation on his show [143, 272, 387].

Examining the political ideology of superspreaders, | nd that 91% (49 of 54) of the \political"
accounts are conservative in nature. Extending this analysis to include other hyperpartisan accounts
(i.e., those classi ed as a di erent type but still posting hyperpartisan content), 91% of accounts
(63 of 69) are categorized as conservative.

Fig. 3.2 also reports political a liations by superspreader account class. The conservative/liberal
imbalance is largely captured within the political accounts group. However, | also see that approx-
imately half of the \media outlet" and \media a liated" superspreaders consist of hyperpartisan
conservative accounts. These results agree with literature that nds an asymmetric tendency for

conservative users to share misinformation online compared to liberal users [84, 112, 174, 305].
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Figure 3.3: Low-credibility content sharing behavior of superspreaders (points) as captured by the
boxplot distribution of the ratio ry,. Users identi ed via the h-index share a signi cantly higher
ratio of untrustworthy sources than those identi ed with the In uence metric.

Low-credibility content sharing behavior

The previous dismantling analysis focuses on low-credibility content and does not capture the rest
of the content shared by an account. This distinction is important because moderation actions,
such as algorithmic demotion, suspension, and deplatforming, limit a user's ability to shareany
content. To better understand the full impact of removing superspreaders, | analyze the likelihood
that a superspreader shares a low credibility source. | estimate this likelihood using the proportion
rm de ned in Methods.

Fig. 3.3 compares the distributions of proportions of low-credibility links shared by the super-
spreaders identi ed by the h-index and In uence metrics. | see that accounts identi ed via h-index
share relatively more low-credibility sources than those identi ed with the In uence metric; a two-
way Mann-Whitney U test con rms that this di erence is signicant ( p < 0:01, d = 0:16, 95%
Cl: [ 0:04;0:13]). Specically, the median proportion of shared sources that are low-credibility
for accounts identi ed by the h-index (median = 0.07, mean = 0.22, n = 84) is approximately
two times larger than for those identi ed with the In uence metric (median = 0.03, mean = 0.17,

n = 91). In other words, while removing superspreader accounts based on the two metrics has a
similar e ect on curbing untrustworthy content, using the h-index metric is preferable because it
removes less content that is not from low-credibility sources. This result makes sense in light of the

fact that the h-index prioritizes accounts who share low-credibility sourcesonsistently.
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Figure 3.4: Distributions of language toxicity scores for superspreaders vs. all accounts in the
low-credibility content ecosystem.

Language toxicity

Let us now explore the language used by superspreaders. | rst compare the distribution of mean
toxicity scores for accounts identi ed by the h-index and In uence metric. Toxicity scores are
estimated with the Perspective API [205] (see details in Methods).

I nd that superspreaders identi ed by the h-index display similar average toxicity (median
= 0.18, mean = 0.20, n = 178) to those identi ed with the In uence metric (median = 0.18,
mean = 0.20, n = 179); a Mann-Whitney U two-way comparison indicates this di erence is not
signicant (P = 0:61,d = 0:01, 95% CI: [ 0:.02,0:02], n = 245). Fig. 3.4 shows superspreaders
having signi cantly higher toxicity than all accounts within this dataset ( P < 0:001,d =0:12, 95%
Cl: [0:01; 0:03], n = 149;481). However, at the individual level, | observe no signi cant correlation
between toxicity and h-index (Spearmanr = 0:03, P = 0:67) or Inuence (Spearmanr = 0:08,

P =0:26).
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Figure 3.5: Relationship between suspension, veri ed status, and popularity of top 250 super-
spreaders. Top: Percentage of suspended superspreader accounts that are veri edBottom: Per-
centage of suspended superspreader accounts based on numbers of followers.

Account prominence

Approximately one in ve of the superspreader accounts (48 out of 250) have been veri ed by Twit-
ter. Given such a large proportion of veri ed accounts, | investigate the relationship between the
prominence (veri ed status, followers, and retweets) and active/suspended status of these accounts.

Fig. 3.5 (top) shows that more prominent superspreaders are less likely to be suspended: only
3% of suspended accounts were veri ed. As shown in Fig. 3.5 (bottom), superspreaders with many
(more than 150 thousand) followers are also less likely to have been suspended. A similar pattern
is observed using di erent thresholds for the number of followers.

Additionally, I nd a signi cant correlation between a superspreader's number of followers and
the amount of low-credibility content they were responsible for (M) during the evaluation period
(Spearmanr =0:42, P < 0:001).

These ndings suggest that more prominent accounts may have been treated more leniently.
However, since the analysis focuses on users involved in misinformation and those who were ulti-
mately suspended, | caution that these patterns may not fully capture broader suspension dynamics

across the platform.

3.3 Discussion

In this paper | address two questions at the core of the digital misinformation problem. Speci cally,

| compare the e cacy of several metrics in identifying superspreaders of low-credibility content on
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Twitter. | then employ the best performing metrics to qualitatively describe these problematic
accounts.

The h-index and In uence metrics display similar (and near-optimal) performance in identifying
superspreaders. However, the accounts identi ed by In uence share a larger proportion of tweets
that do not link to low-credibility sources. This makes the h-index preferable as a tool to identify
superspreaders of low-credibility content because mitigation measures are likely to remove or restrict
the spread ofall information shared by those accounts. On the other hand, some bad actors may
intentionally post harmless content to mask their deleterious behavior.

The dismantling analysis reveals a striking concentration of in uence. It shows that just 10
superspreaders (0.003% of accounts) were responsible for originating over 34% of the low-credibility
content in the eight months following their identi cation. Furthermore, a mere 0.25% of accounts
(1,000 in total) accounted for more than 70% of such content. This highlights the signi cant role of
these superspreaders, further exacerbated by their use of more toxic language than that of average
content sharers. Although normative questions remain about whether the average toxicity level
displayed by superspreaders ( 0:2) is concerning, addressing them lies beyond the scope of this
study.

A manual classi cation of the active superspreaders | identify reveals that over half are heavily
involved in political conversation. Although the vast majority are conservative, they include the
o cial accounts of both the Democratic and Republican parties. Additionally, | nd a substantial
portion of nano-in uencer accounts, prominent broadcast television show hosts, contrarian scien-
tists, and anti-vaxxers. This diverse group of users illustrate various motivations for spreading
untrustworthy content: fame, money, and political power.

This analysis shows that removing superspreaders from the platform results in a large reduction
of unreliable information. However, the potential for suspensions to reduce harm may con ict with

freedom of speech values [224]. The e ectiveness of other approaches to moderation should be
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evaluated by researchers and industry practitioners [27]. For instance, platforms could be redesigned
to incentivize the sharing of trustworthy content [42].

The current work is speci cally focused on original posters of low-credibility content and their
disproportionate impact. However, it opens the door for future research to delve into the roles of
\ampli er" accounts that may reshare misinformation originally posted by others [217].

This study relies on data obtained prior to Twitter's transformation into X. At that time,
Twitter was actively experimenting with ways to mitigate the spread of misinformation [91]. This
is starkly contrasted by X's recent decisions to lay o much of their content moderation sta and
disband their election integrity team [92, 131]. Despite these changes, the key mechanism studied
here|a user's ability to reshare content|remains a fundamental aspect of the platform.

Internal Facebook documents detailed a program that exempted high-pro le users from some
or all of its rules [194]. Evidence presented in this paper suggests that Twitter may also have been
lenient with superspreaders who were veri ed or had large followings. Social media platforms may
be reluctant to suspend prominent superspreaders due to potential negative publicity and political
pressure. Paradoxically, the more prominent a superspreader is, the greater their negative impact,

and the more di cult they are to mitigate.
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Chapter 4
Information di usion assumptions can distort our understanding of social

network dynamics

Can we aord to be governed by a newsfeed that no one understands?

{ Munger [295]

What happens after superspreaders share untrustworthy information online? How does that
information actually spread on platforms like Twitter?

A highly cited study by Vosoughi et al. (2018) found that \falsehood di used signi cantly far-
ther, faster, deeper, and more broadly than the truth" on Twitter [449]. As discussed in Chapter 2,
however, studying the spread of information online presents substantial challenges.

A central di culty lies in how platforms represent di usion data. Social media metadata typi-
cally attribute all reshares of a post to its original author. For example, if Alice shares a post that
is retweeted by Bob, and Bob is then retweeted by Colleen (Alicd Bob! Colleen), the metadata
records Colleen's retweet of Bob as coming directly from Alice. This simpli cation obscures the
true path of di usion through the network, as shown in Fig. 4.2(b,c). This issue, which | refer to
as the cascade inference problem, is discussed in greater detail within Chapter 2.

While this limitation has long been recognized, its consequences are especially relevant in the
age of recommendation systems, which now de ne the default user experience on most major
social media platforms. Platforms like TikTok have seen meteoric growth by relying entirely on
algorithmic feeds, and Twitter (now X) similarly reports that roughly 50% of content in its \For

You" feed comes from accounts users do not follow. As a result, traditional follower-based models

1plog.x.com/engineering/en _us/topics/open-source/2023/twitter-recommendation-algorithm
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of information di usion|like those used in the in uential study by Vosoughi et al. [449]|are
increasingly outdated.

This chapter asks: what happens when researchers continue to rely on platform metadata and
network assumptions that no longer re ect how content spreads?

| empirically assess the consequences of this shift by comparingaive di usion patterns (as
recorded in platform metadata) with reconstructed patterns (inferred using various heuristics).
Speci cally, | address the following questions:

1. To what extent do analyses based on naive data di er from reconstructed data?

2. To what extent does the structure of di usion cascades di er when reconstructed using dif-

ferent methods?

These questions are critical to misinformation research. If our models of in uence and spread
are based on awed di usion data, we may misidentify the users responsible for propagating false
information, underestimate the role of recommendation systems, or fail to capture how content
actually becomes viral. But the implications go beyond misinformation. These challenges a ect
how researchers across disciplines interpret online behavior, understand collective dynamics, and
evaluate interventions.

To understand the broader scholarly landscape studying information di usion, | conducted a
bibliographic analysis using OpenAlex [345]. This analysis reveals the substantial and growing
research interest in how information spreads online. Specically, | queried thesearch-works
endpoint of the OpenAlex API? using the following boolean search string:

(\information di usion" OR \di usion of information" OR \information spread" OR

\spread of information") AND (\social media" OR \facebook" OR \twitter" OR \red-
dit")

2https://docs.openalex.org/how-to-use-the-api/api-overview
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This query returned 19,294 results, which | Itered to include only peer-reviewed articles and
conference proceedings published from 2006 onward (the year Facebook opened to the public

resulting in a nal sample of 12,571 works.

Figure 4.1: Research on information di usion and social media has grown rapidly since the early
2000s across various elds. The barplot in the top left panel displays the cumulative number of
peer-reviewed publications across various academic elds, from 2006 to 2023. The time series in
the bottom right panel breaks down publication trends annually over the same period.

Fig. 4.1 shows that during the most recent six years, more than a thousand articles have been
published per year related to this topic, spanning disciplines from Social Sciences and Physics to
Medicine and Engineering. The smallest ten contributing elds, grouped into \Other," include:
\Neuroscience" (n = 33), \Earth and Planetary Sciences" (n = 16), \Immunology and Microbi-
ology" (n = 15), \Dentistry" ( n = 14), \Pharmacology, Toxicology and Pharmaceutics" (n = 5),

\Energy" ( n = 4), \Nursing" ( n = 3), \Materials Science" (n = 1), \Chemistry" ( n = 1), and

\Veterinary" ( n =1). Collectively, these account for just 0.74% of the corpus.

Shttps://www.facebook.com/notes/262051265158581/
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This growing body of work has shaped our understanding of public health [123, 212, 384, 434],
political communication [237, 336, 409, 435], disaster response [8, 196, 357], collective action [166,
385, 407], and attention dynamics [232, 258]. Yet despite this breadth, much of the literature still
rests on potentially problematic assumptions about information di usion.

| demonstrate the consequences of these assumptions through two empirical analyses. First,
| show how omitting di usion reconstruction distorts estimates of social in uence, drawing on
case studies from Twitter and Bluesky. Second, using a dataset of over 100,000 Twitter news
cascades originally reconstructed by Vosoughi et al. [449]|and widely treated as ground-truth in
subsequent studies [126, 208, 299, 346, 347, 373]|l assess how di erent reconstruction methods
produce divergent cascade structures at both the micro and macro level. To conduct these analyses,
| propose and leverage a novel framework for reconstructing social media information di usion
cascades which | refer to as Probabilistic Di usion Inference (PDI). Instead of relying on follower-
based network information, PDI relies on assumed probability distributions to weigh the likelihood
of potential parents being the true parent within an information cascade (see Methods for details).
Together, these analyses reveal how fundamental methodological choices shape our understanding

of information di usion in the digital age.

4.1 Methods

411 Data

The Twitter dataset leveraged in the social in uence analysis consists of 10,000 English-language
retweet cascades sampled from the Indiana University 2022 U.S. Midterms Multi-Platform Social
Media Dataset. This dataset captures online conversations about the 2022 midterm elections. It
was gathered using a snowball sampling approach to collect keywords that were relevant to the 2022
U.S. Midterm elections. Please see the original publication for all details [5]. The cascades analyzed

in this study are a subset of the full corpus. | randomly selected cascades that originated between
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November 2, 2022, and November 8, 2022 (Election day), while including retweets up to November
15, 2022, to fully capture their di usion [160]. The resulting dataset contains over 187,443 tweets
shared by 128,930 unique users.

Bluesky is a decentralized, Twitter-like micro-blogging platform designed to o er a federated
social experience [135, 351]. | collected all data from Bluesky between March 1, 2024, and March 14,
2024, using the public Firehose endpoint, which streams all posts shared on the platform [44]. | then
randomly sampled 5,000 repost cascades originating in the rst seven days of this period, following
the platform's public launch [379]. The same sampling procedure used for the U.S. Midterm dataset
was applied, capturing reposts up to one week later (March 21, 2024). | excluded 290 cascades from
this analysis: 271 due to missing metadata for at least one user's follower count, and 19 because
of timestamp discrepancies caused by Bluesky's distributed architecture [427]. This resulted in a
nal dataset of 4,710 cascades consisting of 21,338 posts from 15,550 users.

| analyze topological network properties using a dataset of rumor cascades from Twitter [449],
provided by the authors in a pre-processed and anonymized format for replication purposes. The
original study gathered retweet cascades of both true and false content, veri ed by six indepen-
dent fact-checking organizations. Speci cally, the authors collected all English-language replies to
tweets containing links to fact-checking articles. The initial dataset included approximately 126,000
English-language rumor cascades shared on Twitter by over 3 million users between 2006 and 2017.
| excluded 84,221 cascades without any retweets. Additionally, since the PDI method requires
follower counts, | also removed 1,242 cascades where this information was missing for at least one

user in the cascade. This resulted in a nal dataset of 40,839 cascades for analysis.

4.1.2 Probabilistic Di usion Inference

To understand how reconstructing information cascades impacts various analyses, | rst introduce

a general, parametric method that infers information (or message) cascades on microblogging plat-
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Figure 4.2: Cascade reconstruction with Probabilistic Di usion Inference. (a) : Hypothetical em-
pirical data of a message cascade with an original post (blue cross) and a sequence of resharing
actions (red circles) over time. Each post is associated with a timestamp (represented by the time
sequence) and the number of followers of the resharing user (next to the user iconjb) : The naive
cascade constructed from platform-provided data, which assumes that every user directly reshared
the original post. (c): The true cascade, re ecting the actual parent-child relationships. Panels
(d, e, f) demonstrate di erent cascade reconstructions when applying various PDI assumptions.
The recency assumption(d) prioritizes users who reshared the content more recently, capturing
temporal dynamics. The followers assumption(e) gives higher resharing likelihood to users with
more followers, emphasizing popularity. Incorporating both assumptiong(f) captures both tempo-
ral activity and popularity into the cascade reconstruction.
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forms by leveraging empirical data about resharing activities. Amessage cascadis a tree structure
where the root is the original poster of the message and a parent node's children are the users who
reshared the message because they saw the parent's post. For each node in the cascade, the method
infers the parent node, i.e., the prior node within the tree (user who previously posted or reposted
the same message) that led to the resharing action. Linking all the posters of a message through
these parent-child connections forms the message cascade.

The reconstruction method, called Probabilistic Di usion Inference (PDI), relies on assumed
probability distributions to weigh the likelihood of potential parents being the true parent within
an information cascade. While this approach can exibly incorporate any researcher-formulated
probability distribution to capture the latest knowledge or potential platform changes, | adopt two
assumptions based on previous work [449] about which users are more likely to be the parent of a
resharer: users with more followers fpllowers assumption) and users who are more recently active
in the cascade (ecency assumption). These assumptions are visually represented in Figure 4.21(

e, f).

To model these assumptions, | calculate two probabilities for each potential parent node: one
based on their number of followers and the other taking into account the recency of their activity.

A parameter controls how much emphasis is placed on recency, with higher values giving more
importance to recent posts. The relative in uence of these two factors is adjusted using a parameter
|[higher values give more weight to follower counts, while lower values prioritize reshare recency.

Further details on PDI and these assumptions can be found in the 4.1 section.

A set of cascade trees reconstructed from the data with the PDI method can be combined
into a weighted resharing network Nodes in this network represent users and edges capture the
ow of information. Specically, alink ( i ! j;w) represents a directed edge from user to userj,
weighted by w, the number of times userj reshared useli's content. However, unlike reconstruction

methods that generate a single cascade in deterministic fashion [160, 449], PDI can stochastically
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generate many di erent realizations of each cascade. This allows us to construct many versions of
the weighted resharing network.
Here, | formalize the PDI method which estimates the likelihood that each user within a social

media cascade is the original source of content for subsequent resharers. Consider a cascade

and each subsequent usen{ represents thei-th person to reshare it. To determine the parent ofuf
the source of uf's reshare| PDI considers the subset of all prior users Ut~ U® = fuf 8j<i gas
potential parents, each with a probability p; of being selected as the parent ofif. For all resharing
users in the cascade, a potential parent is selected as the parent based on these probabilities.

PDI enables exible computation of the probabilities p; using researcher-de ned assumptions.
In this work, | adopt two common assumptions. First, users with more followers are more likely to
be the parents of a resharing user [297], which | refer to as thiollowers assumption. Second, users
who recently reshared the content are more likely to be the true parents of subsequent users [98,
308], referred to as therecency assumption.

The probability of a potential parent u; 2 UF according to the followers assumption is given by:

F_p F(u))
pij - uk2Ui°F(uk) (4-1)

where F (u) represents the mean number of followers of usew during the observed period.
The recency assumption is modeled using a power-law distribution, which has been shown to

describe the timing of resharing behavior on social media platforms [98, 308]:

P( )= i (4.2)

min min
where fj is the time (in seconds) between the post by potential paremujC and the reshare by user

uC

“,  min IS @ minimum time delay (one second), and is a parameter that expresses the tendency
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for reshares to be clustered in time. Then, the probability of potential parent u; according to the
recency assumption is calculated by:

P( ¢

PO (4.3)

T _
pij—P

| consider the followers and recency assumptions as independent factors and combine them

using a weighting parameter , yielding the overall probability that ujC is the true parent of uf:

pj = p5+@ )p: (4.4)

4.2 Results

4.2.1 Social in uence measurement

Pinpointing the most in uential individuals within social networks is a critical and widely studied
challenge across elds ranging from epidemiology [22, 35] and public health [78] to political com-
munication [49, 405, 409] and marketing [28, 83, 216]. These key nodes can determine whether an
epidemic will spread or whether a messaging campaign will achieve its intended impact.

To understand the e ect of reconstructing information cascades on social in uence analyses, |
conduct case studies using data from two microblogging platforms: Twitter and Bluesky (see 4.1
for details). For each platform, | construct two types of resharing networks. The rst, referred to as
a naive network, is constructed directly from API-provided platform data connecting all resharing
nodes to the original poster and disregarding any intermediate users in the cascade. The second,
referred to as areconstructed network, is generated after applying the PDI method as described
above. Speci cally, | generate 900 resharing networks|100 for each of the nine parameter settings
obtained by combining 2 0:25,0:5;0:75 and 2 1:1;2:0;3:0. Note that the connection of the

rst reshare node is deterministic, as there is only one possible parent (the root). Therefore, for
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cascades with only two nodes (the original post and one reshare), no inference is needed. These
cascades are included in all resharing networks.

Comparing the two networks lets us determine the e ects of the reconstruction method on the
analyses of node in uencelif the results are very similar, it would indicate that the reconstruction
process has minimal impact on these analyses. To measure node in uence, | calculate node out-
strength, which | refer to as node strength for brevity. This is a widely recognized and intuitive
metric, de ned as the total number of reshares a node accumulates [79, 201, 260]. As shown in
Figure 4.3, there are important di erences in node in uence before and after reconstruction. In
the naive resharing network, in uence is concentrated among a few accounts that tend to reshare
infrequently. In the reconstructed network, on the other hand, in uence is more broadly distributed
across many accounts, including ampli ers that tend to reshare content posted by others.

For a more quantitative analysis, the extensive set of reconstructed networks allows us to evalu-
ate both the average impact of the reconstruction process and the robustness of the ndings across
di erent parameter settings. | begin by calculating Spearman's rank correlation ( ) between node
strength in the naive and reconstructed networks to quantify the changes in relative in uence af-
ter reconstruction. Here, = 1 signies that the reconstruction process does not a ect relative
in uence, while lower values indicate that node in uence is a ected.

Figure 4.4 presents the average correlation values for all tested parameter settings, revealing
notable changes in node in uence due to the reconstruction process on both platforms. Full statis-
tics are presented in Table 4.1. In the Bluesky data, values range from 0.45 to 0.61, indicating
a moderate shift in in uence. On Twitter, the values are even lower, between 0.19 and 0.33,
pointing to a signi cant reordering of node in uence. These low correlations highlight the consid-
erable impact that cascade reconstruction has in altering the perceived in uence of nodes on both

platforms.
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Figure 4.3: E ects of cascade reconstruction on a Twitter resharing network. &) shows the naive
network, while (b) displays a version of the same network reconstructed using PDI parameters
= 0:5 and = 2:0. For illustration purposes, only nodes from the two largest communities
are included. Node size re ects the number of retweets received by an account, with larger nodes
representing more in uential accounts. Node color represents the number of retweets an account

has made, where red nodes indicate ampli ers that extensively retweet others' content.
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